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7.3.4 java.security.Signature

Signature DSA SHA1 RSA MD5

(1)
(2
Signature
Signature (modal) ,Signature
( Signature)

(1) UNINITIALIZED( )
(2) SIGN( )
(3) VERIFY/( )
Signature , Signature

getlnstance Signature
public static Signature getlnstance(String algorithm)

public static Signature getlnstance(String algorithm String provider)

Signature UNINITIALIZED
Signature initSign initVerify Signature
SIGN VERIFY , Signature
initSign
public final void initSign(PrivateKey privateKey)
Signature SIGN

, initVerify

public final void initVerify(PublicKey publicKey)
Signature VERIFY
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Signature ( SIGN )
update
public final void update(byte b)
public final void update(byte[] data)
public final void update(byte[] datat off,int |len)
update Signature
sign
public final byte[] sign()
public final int sign(byte[] outbuf,int offset,int |en)
byte
outbuf offset len outbuf
r s ASN.1
sign Signature initSign
Signature updata sign
initSign initVerify
Signature
Signature ( VERIFY )
( )
update
public final void update(byte b)
public final void update(byte[] data)
public final void update(byte[] dana off,int |en)
update Signature
verify
public final boolean verify(byte[] encodedSi gnature)
byte r-s ASN.1
Sign verify boolean
update
verify Signature initVerify
initVerify
initVerify Signature
initSign Signature
7.3.5
JCA (
) : :
(transparent)
get ( ,DSAParameterSpec getp getQ
getG : P g g ) (opaque) :

AlgorithmParameters
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( getAlgorithm) ( getEncoded)

AlgorithmParameters

java.security java.scurity.spec
* AlgorithmParameterSpec
* DSA ParameterSpec
« AlgorithmParameters
* AlgorithmParameterGenerator
1. AlgorithmParameter Spec

, AlgorithmParameter Spec

2. DSAParameterSpec

getParameter Spec

DSA AlgorithmParameter

public Biglnteger getP()
public Biglnteger getQ()
public Biglnteger getG()
DSA : p
3. AlgorithmParameters

getlnstance

public static AlgorithmParameters getlnstance(String algorithm)

public static AlgorithmParameters getlnstance(String algorithm,

String provider)

AlgorithmParameters

public void init(AlgorithmParameter Spec paramSpec)

public void init(byte[] params)

public void init(byte[] params, String format)

params format

init ASN.1
ASN.1 :AlgorithmParameter

AlgorithmParameters , getEncoded

public byte[] getEncoded()

, format
public byte[] getEncoded(String format)

format getEncoded

S) SUN AlgorithmParameters

params

getEncoded

init

format
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AlgorithmParameters getParameteSpec
public Al gorithmParameter Spec get Parameter Spec(Cl ass paramSpec)
paramSpec D SAParameterSpec.class,
D SA ParameterSpec

4. AlgorithmParametersGenerator
AlgorithmParameter Generator ,
AlgorithmParameterGenerator , AlgorithmParameterGenerator
getlnstance

public static AlgorithmParameter Generator getlnstance(String algorithm)
public static AlgorithmParameterGenerator getlnstance(String algorithm,

String provider)
AlgorithmParamerGenerator

) , DSA ,

init init size random

public void init(int size, SecureRandom random);
public void init(int size)

AlgorithmParameter Spec
public void init(AlgorithmParameterSpec genParamSpec, SecureRandom random)
public void init(AlgorithmParameter Spec genParamSpec)

Diffie-Hellman
Diffie-Hellman JCE1.2 ,
JDK

AlgorithmParameterGenerator generateParameters

public AlgorithmParameters generateParameters()

7.3.6 java.security.Key java.security.spec.KeySpec

*Key
* PublicKey
* PrivateKey
» KeySpec
1. Key

Key
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DSA RSA

get

public String getAlgorithm()

public

, JVM

, RSA MD5 RSA SHA1l

( X.509 PKCS#8)

byte[] getEncoded()

public String getFormat ()

CertificateFactory
2. Publickey PrivateKey
PublicKey PrivateKey Key

DSAPrivateK ey Spec

DSA

X pq

3. KeySpec

KeySpec

» DSAPrivateKeySpec

public
public
public
public

X
Bi gl nteger
Bi gl nteger
Bi gl nteger
Bi gl nt eger

» DSAPublicKeySpec

public
public
public
public

* RSAPrivateK eySpec

y
Bi gl nt eger
Bi gl nteger
Bi gl nteger
Bi gl nt eger

KeyFactory

p q
DER
KeySpec
DSA
get X()
get P()
get Q()
get G()
KeySpec
DSA
get Y()
get P()
get Q()
get G()
KeySpec

(

g

get

KeyFactory)

get

getX getP getQ getG

( ASN.1)

get

KeyStore

DSA

DSA

DSA

RSA



China=pubecom

Java 2 —_— API

RSA n d
public Biglnteger getMdul us()
public Biglnteger getPrivateExponent ()

* RSAPrivateCrtKeySpec RSAPrivateK ey Spec CRT

RSA  ( PKCS#l1 ) RSAPrivateK ey Spec
public Biglnteger getPublicExponent ()
public Biglnteger getPrimeP()
public Biglnteger getPrimeQ()
public Biglnteger getPri meExponentP()
public Biglnteger getPrimeExponent Q()
public Biglnteger getCrtCoefficient()

e CRT n p n q d
(p-1)  d (g-1) CRT p RSA

CRT

* RSAPublicKeySpe KeySpec RSA
RSA n e

public Biglnteger getModul us()

public Biglnteger getPublicExponent()

eEncodedKeySpec KeySpec
EncodedK ey Spec getEncoded getFormat

public abstract byte[] getEncod@d()
public abstract String getFormat ()

» PKCS8EncodedK ey Spec EncodedK eySpec PKCS#8
DER getEncoded PKCS#8
getFormat PKCS#8 X509EncodedK eySpec EncodedK ey Spec
X.509 DER getEncoded X.509
getFormat X.509

7.3.7 java.security.KeyFactory java.security.cert.CertificateFactory

1. KeyFactory

KeyFactory ( ) (Key )
Key
Key
DSA y P g 9
X.509 DER
X509EncodedK ey Spec DSAPublicKeySpec
KeyFactory getlnstance

KeyFacrory

public static KeyFactory getlnstance(String algorithm)
public static KeyFactory getlnstance(String algorithm String provider)
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KeyFactory
generatePublic generatePrivate
PublicKey PrivateKey

public PublicKey generatePublic(KeySpec Keyspec)
public PrivateKey generatePrivate(KeySpec Keyspec)

Key getKeySpec KeySpec
public KeySpec get KeySpec(Key key, Class KeySpec)
KeySpec KeySpec DSAPublicKeySpec.class,
DSAPublicKeySpec
2. CertificateFactory
CertificateFactory

CRL X.509 CRL java.security.cert.
X509Certificate java.security.cert. X509CRL

. CRL CertificateFactory CertificateFactory

getlnstance

public static CertificateFactory getlnstance(String type)

. getlnstance

public static CertificateFactory getlnstance(StringSttryipegy provi der)

. generate

Certificate
public final Certificate generateCertificate(lnputStreamis)
. ( ) generateCertificates

public final Collection generateCertificates(lnputStreamis)

. CRL generateCRL

public final CRL generateCRL(InputStreamis)

. CRL ( ) generateCRLsS
public final Collection generateCRLs(InputStreamis)

7.3.8 KeyPair KeyPairGenerator
KeyPair ( )
public PrivateKey getPrivate()

public PublicKey getPublic()
KeyPairGenerator

KeyPairGenerator

KeyPairGenerator
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public static KeyPairGenerator getlnstance(String algorithm)
public static KeyPairGenerator getlnstance(String alg&tirtiimg provider)

DSA
initialize initialize

public void initialize(int keysize)
public void initialize(int keysiSeeureRandom random)

initialize
DSA ( ) 512
768 1024 SUN P g g
SUN
(
DSA “ " ) initialize AlgorithmParameter Spec
SecureRandom

public void initialize(AlgorithmParameter Spec params)
public void initialize(AlgorithmParameter Spec p&eams eRandom random)

KeyPairGenerator
public KeyPair generateKeyPair/()
generateK eyPair

7.3.9 java.security.KeyStore

KeyStore 4
keytool KeyStore API

KeyStore keytool jarsigner policytool
Policy JDK KeyStore

KeyStore KeystoreSpi SPI Provider
K eystoreSpi JDK JKS

« )
KeyStore
KeyStore KeyStore getlnstance

public static KeyStore getlnstance(String type)
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7.4

public static KeyStore getlnstance(String $ypieng provider)

KeyStore load
public final void |oad(lnputStream stregdean[] password)
password
[nputStream load

Keystore
public final Enumeration aliases()

public final boolean isKeyEntry(String alias)
public final boolean isCertificateEntry(String alias)

public final void setCertificateEntry(String alias,
Certificate cert)
public final void setKeyEntry(String alias, byte[] key,
Certificate[] chain)
public final void setKeyEntry(String alias, Key key,
char[] password, Certificate[] chain)
public final void deleteEntry(String alias)
public final Key getKey(String alias, char[] password)
public final Certificate getCertificate(String alias)
public final Certificate[] getCertificateChain(String alias)
public final String getCertificateAlias(Certificate cert)
public final void store(OutputStream stream, char[] password)

( - ) (
JDK1.0 java.util.Random

Random 48 (37

public Random()

public Random(l ong seed)
voi d set Seed(l ong seed)
protected int next(int bits)
bool ean next Bool ean()

vid nextBytes(byte[] bytes)
doubl e next Doubl e()

float nextFloat()

doubl e next Gaussi an()

int nextlnt()

int nextlnt(int n)
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long nextLong()

Random setSeed
next
Random
Random
java.security.SecureRandom— (PRNG)

java.security.SecureRandom
JDK SecureRandom
PRNG SecureRandom

SUN SHA1PRNG

public static SecureRandom getlnstance(String algorithm)

public static SecureRandom getlnstance(String al goStirtihmg provi der)

public SecureRandom()

public SecureRandom(byte[] seed)

public void setSeed(byte[] seed)

public void setSeed(long seed)

protected final int next(int numBits)
public static byte[] getSeed(int numBytes)

getinstance SecureRandom
SecureRandom
( nextBytes ) getlnstance
setSeed SecureRandom

Secur eRandom random = SecureRandom. getl nstance(" SHALPRNG") ;
random set Seed(seed) ;

SecureRandom ,
setSeed SecureRandom
SecureRandom
SecureRandom , generateSeed
7.5
7.5.1 1:

SHA i1,i2
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l 3

MessageDi gest sha = MessageDi gest. getlnstance(" SHA")
sha. update(i 1);
sha. updat e(i 2);
sha. updat e(i 3)
byte[] hash = sha. digest()
digest digest

sha. update(i 1);
sha. updat e(i 2)
byte[] hash = sha. digest(i3);

( )
i1
i1 i2
il i2 i3

/% compute the hash for il =/
sha.update(il);
byte[] ilHash = sha.clone().digest();

/+ compute the hash for il and i2 =/
sha.update(i2);
byte[] il2Hash = sha.clone().digest();

/* compute the hash for i1, i2 and i3 =/
sha.update(i3);
byte[] i123hash = sha.digest();

SHA
MessageDigest
7.5.2 2 /
DSA / (
userSeed) 1024 DSA
KeyPairGenerator KeyPairGenerator SecureRandom

KeyPair Gener at or keyGen = KeyPairGenerator.getlnstance("DSA")
Secur eRandom random =

Secur eRandom get | nst ance( " SHALPRNG', " SUN")
random set Seed( user Seed) ;
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keyGen.initialize(1024,random;
DSA P g9

KeyPai r Gener at or keyGen = KeyPairGenerator.getlnstance("DSA");
DSAPar amet er Spec dsaSpec = new DSAParameter Spec(p,q,9);
SecureRandom random =

Secur eRandom get | nst ance( " SHALPRNG', " SUN") ;
random set Seed( user Seed)
keyGen.initialize(dsaSpec, random ;

KeyPair pair = keyGen.generateKeyPair();

7.5.3 3
2
Signature 2
data byte

Signature dsa = Signature.getlnstance("SHAlwi t hDSA") ;
/«lnitializing the object with a privaté key
PrivateKey priv = pair.getPrivate();

dsa.initSign(priv)

/ +Updat e and sign the data /

dsa. updat e(dat a) ;

byte[] sig=dsa.sign();

/«Initializing the object with the publid key
Publ i cKey pub=pair.getPublic()
dsa.initVerify(pub)

/«Updata and verify the data

dsa. updat e( dat a)

bool ean verifies=dsa.verify(sig);

System out.println("signature verifies:"+verifies)

/ DSA X p qg g
someData byte

Privatekey

DSAPri vat eKeySpec dsaPri vKeySpec =

new DSAPrivat eKeySpec(x,p,dq,9);
KeyFactory keyFactory = KeyFactory.getlnstance("DSA")
PrivateKey privKey =

keyFact ory. gener at ePri vat e(dsaPri vKey- Spec) ;
Signature sig = Signature.getlnstance(" SHAlwi t hDSA") ;
sig.initSign(privKey);
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7
si g. updat e( soneDat a)
byte[] signature=sig.sign();
Alice
someData
Alice DSA
DSA
DSAPublicK eySpec:
DSAPubl i cKeySpec dsaPubKeySpec =
new DSAPubl i cKeySpec(p q Q)
generatePublic 2 DSA ( )

Publ i cKey pubKey = keyFactory.generatePublic(dsaPubKeySpec);
byte[] encKey = pubKey. get Encoded();

Alice
Alice data byte
signature byte
encodedPubkey byte Alice

DSA

X509EncodedKeySpec pubKeySpec =

new X509EncodedKeySpec(encodedPubKey);
KeyFactory keyFactory = keyFactory.getlnstance("DSA")
Publ i cKey pubKey = keyFactory.generatePublic(pubKeySpec)
Signature sig = Signature.getlnstance("SHAl1wi t hDSA") ;
sig.initVerify(pubKey);
si g. updat e(data);
sig.verify(signature);

Alice PublicKey DSAPublicKeySpec

DSAPubl i cKeySpec dsaPubKeySpec =

( DSAPubl i cKeySpec) keyFactory. get KeySpec(pubKey, DsaPubl i cKeySpec. cl ass)
Bi gl nteger y = dsaPubKeySpec. get Y()
= dsaPubKeySpec. get P()
dsaPubKeySpec. get Q()
dsaPubKeySpec. get G()

Bi gl nteger

p
Bi gl nteger q
g

Bi gl nt eger

7.5.4 4

64
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mark reset FilelnputStream
ByteArraylnputStream generateCertificate
FilelnputStream fis = new FilelnputStream(filename);

Dat al nput Stream dis = new Datal nputStream(fis);
CertificateFactory.cf =

CertificateFactory.getlnstance("X 509");
byte[] bytes = new byte[dis.available()];
dis.readFully (bytes);
Byt eArrayl nput Stream bais = new ByteArrayl nput Stream(bytes);
whil e (bais.available() > 0) {

Certificate cert = cf.generateCertificate(bais);

System out.printin(cert.toString())

PKCSH#7

FilelnputStream fis = new FilelnputStream(filename);
CertificateFactory.cf =
CertificateFactory.getlnstance("X.509");

Collection ¢ = cf.generateCertificates(fis);
Iterator i = c.iterator();
while (i.hasNext()) {

Certificate cert = (Certificate) i.next();

Systemout.printin(cert);

}
7.6
Java
7.6.1
M essageDigest
* SHA (NIST FIB 180-1)
« MD2 RFC1319 MD2
* MD5 RFC1321 MD5
7.6.2

KeyPairGenerator KeyFactory = AlgorithmParameterGenerator
AlgorithmParameters
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7
* RSA PKCS#1 RSA
* DSA FIPS PUB 186
7.6.3
DSA Signature
« DSA SHA-1 SHA-1 DSA FIPS PUB 186
DSA
* RSA MD2 MD2 RSA PKCS#1
RSA
* RSA MD5 MD5 RSA PKCS#1
RSA
« RSA SHA-1 ( OSI Interoperability Workshop ) PKCS#1
7.6.4
SecureRandom
* SHA1PRNG SUN PRNG
|EEE P1363 SHA-1 PRNG
SHA-1 1 64 160
SHA-1 64
7.6.5
CertificateFactory
* X.509 X.509
7.6.6
KeyStore
* XKS SUN
* PKCS12 PKCS#12
7.7
JDK
. getlnstance ( )
getAlgorithm Signature
MessageDigest KeyPairGenerator AlgorithmParameterGenerator
. Signature MessageDigest KeyPairGenerator ParameterGenerator

. « )
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. ¢ )
. « )
. « )
. ( ) Signature verify sign
7.7.1 SHA-1
SHA
M essageDigest
NIST FIPS 180-1 160
7.7.2 MD2
MD2
M essageDigest
RFC1319 128 (16 )
7.7.3 MD5
MD5
M essageDigest
RFC1321 128 (16 )
7.7.4
DSA SHA-1
Signature
NIST FIPS 186 Signature SHA-1 DSA
DSA
INTEGER r s ASN.1
SEQUENCE = {r | NTEGERs | NTEGER}
7.75 RSA
RSA MD2 RSA MD5 RSA SHA-1
Signature
MD2 MD5 RSA SH1-1
RSA

DER PKCS#1
7.7.6 DSA

DSA
KeyPairGenerator
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7
DSA NIST FIPS 186
p 512 1024
1024
512 768 1024 counter
FIPS
512
SEED = b869c82b 35d70elb 1ff91b28 e37a62ec dc34409b
counter = 123
p = fcab682ce 8el2caba 26efccf7 110e526d b078b05e decbcdle
b4a208f3 ael6l7ae 01f35b91 a47e6df6 3413cS5el 2ed0899b
cdl32acd 50d99151 bdc43ee7 37592el7
q = 962eddcc 369cba8e bb260ee6 bb6al26d9 346e38c5
g = 678471b2 7a9cf44e e91a49c5 147dbla9 aaf244f0 5a434d64
86931d2d 14271b9e 35030b71 fd73dal7? 9069b32e 2935630e
1c206235 4d0da20a 6c416e50 be794ca4
768
SEED = 77d0f8c4 dadl5eb8 c4f2f8d6 726cefd9 6d5bb399
counter = 263
p = e9e64259 9d355f37 c97ffd35 67120b8e 25c9cd43 e927b3a9
670fbec5 d8901419 22d2c3b3 ad248009 3799869d le846aab
49fab0ad 26d2ce6ba 22219d47 @bce7d77 7d4a21fb e9c270b5
7607002 f3cef839 3694cf45 ee3688cl la8cS56ab 127a3daf
q = 9cdbd84c 9flac2f3 8d0f80f4 2ab952e7 338bf511
g = 30470ad5 a005fb1l4 ce2d9dcd 87e38bc7 dlblc5fa cbaeche9
5f190aa7 a31d23c4 dbbcbe06 17454440 la5b2c02 0965d8c2
bd2171d3 66844577 1f74ba08 4d2029d8 3c1c1585 47f3a9f1
a2715be2 3d5lae4d 3e5alf6a 7064f316 933a346d 3529252
1024
SEED = 8d515589 4229d5e6 89ee(0le6 018a237e 2caeb4cd
counter = 92
p = fd7f5381 1d751229 52df4a9c 2eecede? f611b752 3cef4400
c31e3f80 b6512669 455d4022 51fb593d 8d58fabf c5f5ba30
£6cb9b55 6cd7813b 801d346f £26660b7 6b9950a5 a49f9fed
047b1022 c24fbba9 d7feb7c6 1bf83b57 e7c6a8a6 150f04fb
83f6d3c5 lec30235 54135al6 9132675 f3ae2b6l d72aeff2
2203199d d14801c7
q = 9760508F 15230bcc b292b982 a2eb840b f0581cf5
g = f7¢1a085 d69b3dde cbbcab5c 36b857b9 7994afbb fa3aea82
£9574c0b 3d078267 5159578e bad4594f 6710710 8180b449
167123e8 4c281613 3c167a8b 547c8d28

b7¢cf0932 8cc8abel

- Aamaar
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CMM'bUb.CoM

e0a3aele 2bb3a675 916ea37f Obfa2135 62f1fb62 7a01243b
ccadflbe a8519089 a883dfel 5ae59f06 928b665e 807b5525
64014c3b fecf492a

7.7.7 RSA
RSA
KeyPairGenerator
RSA PKCS#1
512 8
7.7.8 DSA
DSA
ParameterGenerator
DSA NIST FIPS 186

p 512 1024

64

1024







Java

Java RMI()

6.1

Chinaspubecom

Java
JVMS Java

IP ) ( )

Java
Java

MyPassswordchecker

public class MyPasswordChecker {
public void check(String name, String password)
throws LoginFailureException {

try {

// Call the real password checking routine.

} catch (NoSuchUserException e) {
throw new LoginFailureException():

}

( AccessException SecurityException)

AccessControll  SecurityManager
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6.2

Java public( ),protected(
) private( )

public Ti meZone defaultZone

private TimeZone defaultZone= null;

public synchronized void setDefault(TimeZone zone) {
defaultZone = zone;

private TimeZone defaultZone= null;
public synchronized void setDefault(TimeZone zone) {
AccessController.checkPermission(new
TimeZonePermission("setDefault"));
defaultZone = zone;

API
API (

6.3

(static field)

),package private(

TimeZone
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applet
java.lang.Object )

6.4

pubiic MyClass {
private boolean status = false;

public void setStatus(boolean s) {
status = s;

}
public boolean getStatus() {

return s;

}

status

public MyClass {
private boolean[] status = null;

public boolean[] getStatus() {
return s;

}

public void setStatus(boolean[] s) {
status = s;

}
S , MyClass

Foo

MyClass

Foo

setStatus

MyClass

Foo
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6
( )
array Vector,Hashtable ( String)
Java
String String
, JVM char[]
6.5
Privilegedaction
( )
( )
tainted ( )

public FileInputStream getFileToRead(String filename) {
FiteInputStream fn =
(FileInputStream) AccessController.doPrivileged(new
PrivilegedAction() {
public Object run() { ' )
return new FileInputStream(filename);

}

)

applet applet

)
getFileToRead

get File To Read tainted ,
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6.6
RMI writeObject readObject
readObj ect
, read
Object
, readObject
readObject ( JDK ) (
) readObject
readObject
private void readObject(ObjectInputStream s) throws
IOException, ClassNotFoundException {
s.defaultReadObject();
if (<invariants are not satisfied>)
throw new java.io.StreamCorruptedException();
}
( )
readObject
byte b b
readObject
private void readObject(ObjectInputStream s) throws
IOException, ClassNotFoundException {
s.defaultReadObject();
b = (byte[]l)b.clone();
if (<invariants are not satisfied>)
throw new java.io.StreamCorruptedException();
}
clone clone
readObj ect
readResolve
Serializable

transient



o 111

Java
Object
6.7
B
VM
6.8
Java
Java
6.9

. (VM)

VM
SignedObject Sealed
A

B A
B A B

B A B
B A B

Java
Java
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. Java JVM
java.security.SignedObject signedObjects

SignedObject
, Serializable Serialzable readObject()
WriteObject( ) “ (on-the-wire)”
Java
6-1

6-1
DSA  SHA-1, NIST DSA
SHA-1 DSA Sun JDK DSA SHA-1
‘ " )
SingnedObject

SingnedObject

public SignedObject(Serializable object, PrivateKey signingKey,
Signature signingEngine)
public Object getObject();
public byte[] getSignature();
public String getAlgorithm();
public boolean verify(PublicKey verificationKey,
Signature verificationEngine);

Signature sign verify

Signature signingEngine =

Signature.getInstance(algorithm, provider);
SignedObject so =

new SignedObject(myobject, privatekey, signingEngine);

Signature verificationEngine =
Signature.getInstance(algorithm, provider);
if (so.verify(publickey, verificationEngine))
try {
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6
Object myobj = so.getObject();
} catch (ClassNotFoundException e) {};
SignedObject
getObject( ) Object
String myobject = new String(''Greetings.");
if (so.verify(publickey, verificationEngine))
try {
String myobj = (String) so.getObject();
} catch (ClassNotFoundException e) {};
SignedObject
verify
Signature verify
Signature
SignedObject verify
JAR JAR JDK1.1x
navigator 3.x 1E3.x
6.10
SignedObject Seal edObject
€] e
SealedObject
java.security javax.crypto ( Java (JCE)
)
Serializable Seal Object
( DES)
Seal edObject
© Modula3 Obliquet™ SignedObject
SedledObject
® SignedObject

SignedObject SealedObject
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public SealedObject(Serializable object, Cipher c);
public final Object getObject(Cipher, c);

public final Object getObject(Key, k)

public final Object getObject(Key, k, String provider);

DES DES

KeyGenerator keyGen = KeyGenerator.getInstance("DES");
SecretKey desKey = keyGen.generateKey();

Cipher cipher = Cipher.getInstance("DES");
cipher.init(Cipher.ENCRYPT_MODE, desKey);

SealedObject Seal edObject ,Cipher

String s = new String(''Greetings");
SealedObject so = new SealedObject(s, cipher);

cipher.init(Cipher.DECRYPT_MODE, desKey);
try { '

String s = (String) so.getObject(cipher);
} catch (ClassNotFoundException e) {};

SignedObject  SealedObject

6.11
SignedObject JDK1.2 Guard
GuardedObject java.security.GuardedObject
GuardedObject getObject
java.security.Guard checkGuard

SecurityException 6-2

6-2 Guard GuardObject

GuardedObject Guard Guard
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6
GuardedObject
( )
AccessControl Context
. ( )
GuardedObject
GuardedObject ,
GuardedObject GuardedObject Guard
Guard ( ) ( ) Guard
Guard
GuardedObject
. , GuardedObject
. GuardedObject
Guard
Guard
java.security.Permission Guard
JDK Guard
Guard
void checkGuard(Object object);
GuardedObject

public GuardedObject(Object object, Guard guard);
public Object getObject( );
GuardedObject
GuardedObject Guard
GuardedObject JDK

java.io.FilelnputStream
FilelnputStream fis = new FilelnputStream("/al/b/c");

java.security.Permission
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Guard
public abstract Permi ssion implements Guar d{
public void checkGuard( ) {
AccessControl | er.checkPerm ssion(this);

FilelnputStream fis = new FilelnputStream("/al/b/c");
Fil ePerm ssion p= new FilePerm ssion("/al/b/c", "read");
GuardedObj ect g = new GuardedObject(fis, p);
"alb/c" ,
FilelnputStream
FilelnputStream fis = (FilelnputStream) g.getObject( );
:FilelnputStream ( GuardedObject )
Filel nputStream
FilelnputStream

GuardedObject Java IDL( )
CORBA API ORB
ORB
GuardedObject
Guard GuardedObject Guard
Java (20 Gate Permit
GuardedObject
[16]
java.security.Permission Java Java Guard

FilelnputStream
Guard Guard (
read(bytes)) g.checkGuard()
SignedObject GuardedObject
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——Winlliam Ellery Channing

4 Java
51
JDK 1.2
java.security.Peimission Permission Permission
Java /0 javaio.FilePermission javaio JKD 1.2

* java.net.SocketPermission
« java.lang.RuntimePermission
* java.awt. AWTPermission

Java
java.lang.RuntimePermission
JDK
ABC “ K
Permisson RuntimePermission
Permission com.abc.Permission javasecurity .Permission(
) com.abc.TVPermission com.abc.Pamisson ©

public class com abc. Perm ssion extends java.security.Perm ssion
public class com abc. TVPerm ssi on extends com abc. Perm ssion

implies() TV
Permissions channel-1:13 channel-x TV PermissionCollection

AccessController checkPermission com.abc. TV Permission
public void switchChannel (i nt channel) {
com abc. TVPer m ssion tvperm = new
com abc. TVPer nmi ssi on(channel , "wat ch");
AccessControl |l er.checkPerm ssion(tvperm;

© com.abc.TVPermission java.security.Permission com,abc.Permission
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5
applet
5
5
grant {
perm ssion com abc. TVPermi ssion "5" watch";
}
JDK1.2
JKD1.2 checkPermission()
AccessController check
Permission()
SecurityM anager SecurityManage . check
Permission() SecurityM anager.checkPermission()

AccessController.checkPermission() SecurityManager

5.2

“ ”

MyGamePermission
MyGamePermission
PermissionCollection
CompositePermission

AllPermission ©
AccessControler
AccessController FilePermission
AllPermission AccessController
JDK1.2
CompositePermission AccessController
CompositePermission CompositePermission

© NoPermission( ZeroPermission)
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5.3

Policy SecurityManager
Policy 9AM 5PM

TimeOf DaySecurityM anager
public class Ti meOf DaySecurityManager extends SecurityManager {
public void checkPermi sssion(Perm ssion perm){
if (perminstanceof FilePerm ssion){
Date d = new Date();
int i = d.getHours();
if((i>=9) & & (i < 17))
super . checkPer ni ssi on(perm;
el se
throw new SecurityException("Out of office hour");
}else super.checkPerm ssion(perm;
}
}

TimeOfDaySecurityManager
DaySecurity

FilePermission TimeOf
SecurityManager

TimeOfDay SecurityM anage SecurityManager

AuditingSecurityManager
public class AuditSecurityManager extends SecurityManager {
public void checkPerm ssion(Perm ssion perm) {
Audi t . ent er Record(perm;
super . checkPerm ssi on(perm;

Audit checkPermission

SecurityException
public class AuditSecurityManager extends SecurityManager {
public void checkPermi ssion(Permi ssion perm){
try{

super. checkPerm ssi on(perm;

Audit.enterRecord(perm, true);

}catch(SecurityException e) {
Audi t.enterRecord(perm, false);
throw e;
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5
©IVM
( ) SecurityManager checkPermission
( ) VM
5.4 JDK1.1
JDK1.1 java.lang.SecurityM anager
( )
JDK1.2 SecurityManager
JDK1.2
JDK1.1
JDK1.2
54.1 JDK1l.1
JDK1.1 applet
applet
JDK1.1 JDK1.2
SecurityManager check checkRead
checkConnect Java
checkTopL evel Window
boolean
SecurityManager
current Cl assLoader
current Loader Cl ass
i nCl assLoader
cl assLoader Dept h
JDK1.1
(@D} ( JDK1l1 applet)
@)
JDK1.1 checkExit

public void checkExit(int status) {
if(inClassLoader()) {

© ( )
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throw new SecurityException()

Runtime.exit
public void checkCreateCl assLoader () {
if(classLoaderDepth() == 2) {
throw new SecurityException();
}
}
2 checkCreateClasslL oader
java.lang.ClassL oader
checkCreateClassL oader, java.lang.ClassL oader
applet
applet
applet checkExit JDK
applet JVM JDK applet
( 2 )
JDK1.2
SecurityManager
5.4.2 JDK1.1 JDK1.2
JDK1.1 JDK1.2
SecurityManager JDK1.2

D

2

(©)

1

(
ClassL oader.getSystemClassL oader )
( CLASSPATH ) JDK
JDK1.2

CLASSPATH

JDK1.1 ClassL oaderDepth
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5
0
CLASSPATH “  classLoaderDepth()=2 "
2.
( JDK1.2 )
JDK
JDK1.1 checkRead
public void checkRead(String file){
i f(inClassLoader()){
throw new SecurityException(..);
}
}
JDK1.2 JDK
JDK
doPrivileged inClassL oader
inClassL oader false JDK
JDK1.2 JDK1.1 java.Security.SecureClassL oader
SecurityManager.checkCreateClassL oader
(ClassL oader) SecureClassL oader
2 JDK1.1
SecureClassL oader
JDK1.1 JDK1.2
JDK
JDK1.1 JDK1.2
SecurityManager
checkRead(String file) JDK
JDK (
JAR )
() java.Security.Policy
super.check

public class MySecurityManager extends SecurityManager {
public void checkRead(Strting file)({
if (someCustomSecurityCheckFails())({
super . checkRead(file);
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}
}
}
super.checkRead checkRead
checkPermission checkPermission AccessController
AccessController.doPrivileged JDK

JDK1.1 super.check
JDK1.2 SecurityManager AccessController JDK1.2

super.check
checkAccess(ThreadGroupg)

( applet )
super.checkAccess()
super.checkA ccess()

public class MySecurityManager extends SecurityManager{

public void checkAccess(ThreadGroup g){

/'l'A call to super will throw an exception if someone

//is trying to modify the system thread group

super . checkAccess(Q);

/'l Now perform checks to see if the current caller
/'l can modify thread group g, based on to which applet
/lthread group the caller belongs

AllPermission SecurityContext( AccessControlContext) doPrivileged
JDK1.1

AllPermission doPrivileged
java.security.AllPermission checkPermission
5.4.3 JDK1.2 JDK1.1

JDK1.2 java.lang.SecurityManager
JDK1.1 JDK1.2

public bool ean getlnCheck();
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5
protected ClassLoader currentClassLoader();
protected Class currentlLoadedCl ass()
protected int classDepth(String name);
protected int classLoader Depth()
protected bool ean inClass(String name);
protected bool ean inClassLoader ()
* protected boolean inCheck JDK
checkPermission doPrivileged , inCheck
* public SecurityManager() Runtime
Permission("createSecurityManager") SecurityManager
« protected native Class[] getClassContext()
JDK1.2 JDK1.1 (currentClassLoader currentLoadedClass
classLoaderDepth  inClassL oader)
« public Object getSecurityContext() java. Security . Access Control
Context java.Security.AccessController.getcontex JDK1.1
null
* public void checkPermission(Permission perm) JDK1.2
java.Security. AccessController.checkPermission JDK
SecurityManager.checkPermission AccessController
(GUI)
* public void checkPermission(permission perm,Object context) JDK1.2
context AccessControll Context context
AccessControl Context.checkPermission context
AccessControl Context
 public void checkCreateClassL oader() Runtime Permission
("createClassL oader") checkPermission
super.checkCreateClassL oader 5.4.2 2

* public void checkAccess(Thread t)
—_—  — RuntimePermission("modifyThread")
checkPermission
super.checkAccess
RuntimePermission("modifyThread")
( JDK )

public class MySecurityManager extends SecurityManager{
public void checkAccess(Thread t){
I'l'A call to super will throw an exception if someone
/1is trying to modify a system thread
super. checkAccess(t)
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i f (someCust onSecurityCheckFor Ct her ThreadsFail s()) {
/11f the check fails,instead of throwi ng an
/|l exception,call checkPermi ssion,which will
//throw an exception if needed.
checkPer m ssi on( new

Runt i mePer m ssi on("nmodi fyThread"));

}
* public void checkAccess(ThreadGroup g)
( ) RuntimePermission("modifyThreadGroup™)
checkPermission
super.checkAccess
RuntimePermission("modifyThreadGroup™)
( JOK )
* public void checkExit(int status) RuntimePermission("exitVM")
checkPermission
super.checkExit

* public void checkExec(String cmd) FilePermission
checkPermission cmd FilePermission
cmd ALL FILES

super.checkExec

e public void checkLink(String lib) Runtime Permission
("LoadLibrary."+lib) checkPermission
super.checkLink
* public void checkRead(FileDescriptor fd) Runtime Permission
("readFileDescriptor") checkPermission
super.checkRead
* public void checkRead(String file) FilePermission(file,"read")
checkPermission
super.checkRead
* public void checkRead(String file,Object context) context
AccessControl Context FilePermission(file,"read")
AccessControl Context.checkPermission context context
AccessControl Context SecurityException
super.checkread
* public void checkWrite(FileDescriptor fd) Runtime Permission

("writeFileDescriptor") checkPermission
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super.checkWrite
* public void checkWrite(String file) FilePermission(file,"write")
checkPermission
super.checkWrite
« public void checkDelete(String file) FilePermission(file,"delete")
checkPermission
super.checkDelete

« public void checkConnect(String host,int port) Socket Prmission
(host+":"+port,"connect™) (port 1 ) SocketPermission(host,"resolve")
(port 1) checkPermission JDK1.1 JDK1.1
port 1 1P

super.checkConnect
* public void checkConnect(String host,int port,Object context)

context AccessControlContext port 1 Socket
Permission (host+":"+port,"connect") AccessControl Context.checkPermission
context context AccessControl Context

SecurityException
super.checkConnect.

« public void checkListen(int port) Socket permission ("local host:"
+port,"listen") (port 0 ) Socket Permission ("localhost:1024-","listen™)
(port 0 ) checkPermission
super.checkListen.
* public void checkAccept(String host,int port) Socket Permission
(host+":"+port,"accept™) checkPermissio
super.checkAccept
« public void checkMulticast(InetAddress maddr) Socket Permission
(maddr.getHostAddress()," accept,connect") checkPermission
super.checkM ulticast
* public void checkMulticast(InetAddress maddr,byte ttl) Socket
Permission (maddr.getHostAddress()," accept,connect™) checkPermission
super.checkMulticast
* public void checkPropertiesAccess() Property Permission
("*","read,write") checkPermission
super.checkPropertiesAccess
* public void checkPropertyAccess(String key) Property Permission
(key,"read") checkPermission

super.checkPropertyAccess
e public boolean checkTopLevelWindow(Object window)
AWT Permission("showWindowWithoutWarningBanner") checkPermission
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SecurityException true false
super.checkTopL evel Window

super.checkTopL evel Window
public class MySecurityManager extends SecurityManager{
public void checkTopLevel W ndow( Obj ect wi ndow) {
if (someCustomSecurityCheckFails()){
return super.checkTopLevel W ndow(wi ndow) ;

}else return true;

}
 public void checkPrintJobAccess() Runtime Permission

("queuePrintJob") checkPermission

super.checkPrintJobA ccess
« public void checkSystemClipboardAccesy() AWTPermission( " accessClipboard")
checkPermission
super.check SystemClipboardAccess

 public void checkAwtEventQueueAccess() Property Permission

("accessEventQueue") checkPermission

super.check AwtEventQueueA ccess

* public void checkPackageAccess(String pkg)

java.security.getProperty (" package.access")

pkg
Runtimepermission("accessClassl nPackage." +pkg) checkPermission
super.checkPackageA ccess
« public void checkPackageDefinition(String pkg) java. security .
getProperty("package.access") pkg
Runtime Permission ("define Classln
Package."+pkg) checkPermission
super.checkPackageDefinition
* public void checkSetFactory() RuntimePermission(" setFactory")

checkPermission
super.checkSetFactory
* public void checkMemberA ccess(Class clazz,int which)

RuntimePermission("accessDeclareMembers")
checkPermission super.checkM emberA ccess
checkMemberA ccess “ 4 §

sonmeCal | er[ 3]
java. |l ang. Cl ass. someRef | ecti onAPI [ 2]
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java. |l ang. Cl ass. checkMenber Access|[ 1]
SecurityManager. checkMenmber Access| 0]
getClassContext index 3
checkMemberA ccess
if (which ! = Member. PUBLI C){
Cl ass stack[] = getClassContext();
i f((stack.length<4)]||
(stack[3].getClassLoader() ! = clazz.getClassLoader())) {
if (checkMember AccessPermi ssion = = null)
checkMenber AccessPer m ssi on=
new Runti mePermi ssion("accessDecl aredMembers");
checkPer m ssi on(checkMenber AccessPer ni ssi on) ;

JDK1.2

* public void checkSecurityAccess(String target) SecurityPermission
checkPermission
super.checkSecurityAccess
* public ThreadGroup getThreadGroup()
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JDK1.2 Java ,
Internet JDK1.2 VM 12 JDK
Java applet Java IE Navigator VM  Java
4.1 JDK1.2
Win32(MS-Windows Windows NT) Sun Solaris JDK1.2

http://java.sun.com/products/jdk/1.2/. Sun Microsystem Java ,
Solaris  Sun Sparc
() Web Solaris JDK 1.2, jdk12-solaris2-sparc.sh

@) :
% hmod a+x jdkl2-solaris2-sparc.sh
% /jdk1l2-sol ari s2-sparc. sh

Jjdk1.2/bin
©) Jjdk1.2/bin
%set path=($path ./jdkl.2/bin)
(4) UNIX JDK ,
%set path=(./jdkl.2/bin $path)
%whi ch java
.1jdkl. 2/ bin/java
%
(5) , appletviewer applet
Y%appl etvi ewer http://java.sun.com appl ets/other/ TumblingDuke/index. html
2
% ava Test Hello
appletviewer )
JDK1.1x “ "
policytool ( ) JDK1.2
, keytool

, Solaris MS-Windows
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4
JDK1.2 , JDK1.2
, JAR
AccessController ,
doPrivilege
4.2
; applet JVM
JDK1.2 ) applet applet
1 l Java
JDK1.2 API Java
API, JDK
JDK
4.2.1
Policy Policy JDK1.2
policytool
policytool
<j ava. home>/Ilib/security/java. policy
<javahome> JDK
<user. home>/.java. policy
<user.home>
Policy getPermission refresh
Policy Policy
<j ava. hone>/lib/security/java.security
policy.url.n n

policy.url.1=${java. home}/Ilib/security/java.policy

policy.url.2=${user. honme}/.java. policy

${java.home} ,

URL
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Policy
url.n n n 1 policy
policy.url.1 policy.url.2
policy.url.1  policy.url.3 policy.url.2 policy.url.3
4.2.2
applet
-Djava.security.policy java.security.policy
java-Djava.security. manager-Djava.security.policy=someURL someApp
SomeURL URL ,
-Djava.security.manager ,
SomeApp ,
( ==
java -Djava.security.manager -Djava.security.policy==someURL someApp
someURL
appletviewer applet -Djava.security.policy

appl etviewer -Djava.security.policy=someURL someAppl et
policy.allowSystemProperty false, Djava.security.policy
java appletviewer ,
true

4.2.3 Policy

Policy
getPermission ( )
JDK Policy policy.provider
java.security ,
policy. provi der=Pol i cyCl assName

policy. provi der=sun. security.provider.PolicyFile

Policy
policy. provide=com nycom MyPol i cy

Policy , , Policy File

Policy Policy com. sun . security .
MyPolicyClass

4.2.4

JDK (
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4
) applet ( )
Policy
grant keystore (keystore)
X.509
JDK1.2 X. 509 4.4 keytool
keystore "some-keystore-urlkeystore-type"
"some-keystore-url” URL "keystore-type"

policy.url.1=http://foo.bar.com fum sone. policy
"keystore"
http //foo.bar.com fum .keystore

URL )
keystore //http://foo.bar.com/fun/.keystore"

JDK1.2 JKS
( CodeSoure
applet URL
CodeSoure
CodeSoure
grant grant

grant signedBy"signer-namebdeBase " URL"{
permi ssion permi ssion-class-name "target-naas'ion"

signedBy "signer-names"

perm ssion perm ssion-class-name "target-name"," action",

signedBy "signer-names"

grant signedBy codeBase /

o CodeSource CodeSource



China=pubecom

Java 2 —_— API

signedBy

"Adam,Eve,Charles'

“ Adam Eve Charles
codeBase
BNF

PolicyFile --> PolicyEntry | PolicyEntry; PolicyFile
PolicyEntry --> grant {PermissionEntry}; |
grant SignerEntry {PermissionEntry} |
grant CodebaseEntry {PermissionEntry} |
grant SignerEntry, CodebaseEntry {Permission-Entry} |
grant CodebaseEntry, SignerEntry {PermissionEntry} |
keystore "url”
SignerEntry --> signedBy (a comma-separated list of strings)
CodebaseEntry --> codeBase (a string representation of a URL)
PermissionEntry --> OnePermission | OnePermission Permission-Entry
OnePermission --> permission permission-class-name
[ "target-name™ ] [, "action-Tist"]
[, SignerEntry];

codeBase URL < V)
MS-Windows MS-Windows
C:"somepath"app" codeBase

grant codeBase "file:/C:/somepath/api/"{

}
Permission Permission-class-name
javaio.FilePermission java.lang.Runtime Permission
read,write,access , java.io.
FilePermission( ) , javalang.Runtime
Permission— permission-class-name "targe-name"
signedBy /
Permission
grant {
perm ssion Foo"foobar", signedBy"FooSoft"
}
Foo.class “ FooSoft” Foo.class
Foo
java

com.abc. TV Permission JAR
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com.abc. TV Permission
Web

Permission

(perm ssion perm ssion-class-name "target-nanme"
"action",signedBy "signer-nanmes")
(permission,signedBy,codeBase )
permission-class-name
java.io.FilePermission "targe-name” MS-Windows
( codeBase URL)

“\
grant {
perm ssion java.io.FilePerm ssion
"C:\\users\\cat hy\\foo. bat", "read"
b
tokenizer(java . io . StreamTokenizer) o\
“\n”
tokenizer

"C:\users\cathy\foo.bat"

4.2.5

Java Il

// If the code is signed by "Duke", grant it read/write access
// to all files in /tmp:
grant signedBy "Duke" {

permission java.io.FilePermission "/tmp/=", "read,write”;

};

// Grant everyone the following permission:
grant {
permission java.util.PropertyPermission "java.vendor";

};

grant signedBy "sysadmin", codeBase "file:/home/sysadmin/" {
permission java.security.SecurityPermission
"Security.insertProvider.x";
permission java.security.SecurityPermission
"Security.removeProvider.x";
permission java.security.SecurityPermission
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"Security.setProperty.";

};
applet /home/syadmin/
(applet : sysadmin
applet Security
codeBase signedBy ( )

grant signedBy "sysadmin" {
permission java.security.SecurityPermission
"Security.insertProvider.=";
permission java.security.SecurityPermission
"Security.removeProvider.";
}

sysadmin JAR

grant codeBase "file:/home/sysadmin/" {
permission java.security.SecurityPermission
"Security.insertProvider.x";
permission java.security.SecurityPermission
"Security.removeProvider.x";

};
/home/sysadmin/
codeBase signedBy
grant {
permission java.security.SecurityPermission
"Security.insertProvider.x";
permission java.security.SecurityPermission
"Security.removeProvider.«";
};
( )
4.2.6
JDK1.2
UNIX some.property
permi ssion java .io. FilePerm ssiood&.home " "read"
"$ user.home " user.home
"/home/cathy"
perm ssion java .io. FilePermi ssion"/home/ catragad"
JDK1.2

file.separator

"$

JAR

JAR
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4
permi ssion java.io.FilePerm ssionsgr.homre $ / *" "read"
Solaris user.home "/home/cathy"
perm ssion java.io.FilePerm ssi"duser/cathy/*" "read"
MS-Windows user.home "C:\home\cathy"
permi ssion java.io.Fil ePerm ssi"dh\user\cathy\*" "read"

codeBase codeBase "file: $ {java.home}
Nlib/ext/" UNIX ( )
( ) MS-Windows
grant codeBase"file:C:/jdkl.2/1iblext/"
java.home C:\jdk1.2 codeBase ${}
"signer-names"
"URL","target-name" "action" policy.expand
Properties false true
"${ user.${foo}}" ${ user.home}
foo "home"
© s S (
“ ${user.$foo}” )
foo ,
grant codeBase "${foo}" {
perm ssion...;
perm ssion...;
}
grant {
perm ssion Foo "${foo}"
perm ssion Bar
}
permission Foo Permission Bar
"${foo}" foo
tokenizer tokenizer
"${ user.hnome} \\foo.bat", , "${ user.nome}\foo.bat"
user.home "C:\users\cathy", ${ user.home} "C:\users\cathy\foo.bat"
"${}" "${ user.nome} ${ /} foo.bat"
4.3
signedBy

signedBy
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(public-key certificate)
( )

4-1
(root certificate)

41
(TTP)
(CA) ( ) CA
CA CA VeriSign
CA
CCITT
X.509 X.509 v3 Web
Navigator |E) SSL( ) SSL
Web
IETF(Internet ) (TLS)
( PEM S/MIME) (SET) X.509 JAR
X.509
. (version) X.509
S
. (serial number)
(Certificate Revocation List CRL)
CRL CA
. (signature algorithm identifier) CA
. (issuer name) X.500 CA
. (validity period)

o IETF (PKIX) Internet
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4
()
. (subject name) X.500 I nternet
(DN)
CN=JavaDuke OU=Java Software O=Sun Microsystems C=US
(CN) (OU) (0) (©)
localityName( ) Palo Alto stateName( ) California
. (subject public key information)
ASN.1/DER (ASN.1)
(DER)
Internet RFC 1421
Base64 (
e-mail) Base64
----- BEGIN CERTIFICATE-----
----- END CERTIFICATE-----
X.509
(1) X.509v1 1988
(2) X.509 v2 ()
(3) X.509 v3 ( 1996 )
(a) KeyUsage
(b) AlternativeNames DNS e-mail IP
13 ” /
keyUsage keyCertSign SSL
SSL
keytool (
) CA CA
(CsP)
CA keytool
(CSR) CA

( keytool )
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JDK1.2

« CertificateFactory

CRL )
* Certificate
X.509
( )
¢ CRL: CRL

* X 509Certificate X.509
* X 509Extention X.509

* X 509CRL X.509CRL
* X 509CRLENtry CRL
keytool

4.4

JDK1.2

441

424

CA

Java API APl java.security.cert

Pretty Good Privacy(PGP)
( )

X.509
X.509 v3 X.509 v2 CRL

CRL

X.509

keytool

policytool jarsigner

JDK1.2
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4
( jarsigner) JAR
JAR () jarsigner
( JAR ) JAR jarsigner
S
JDK1.2 keytool
jarsigner
(trusted
certificate)
( )
Hugo hugo -genkey
( ) -import
keytool
duke /
keyt ool -genkey -alias duke -keypass dukekeypasswd
dukekeypasswd duke
duke dukekeypaswd
newpass
keyt ool -keypasswd -alias duke -keypass dukekeypasswd -newnewpass
keytool
-keystore
.keystore , user.home Solaris
,user.home M S-Windows uName user.home
C:\W nnt\ Profil es\uNane W ndows NT
C:\ W ndows\ Prof i | es\ uName W ndows 95
C: \ W ndows W ndows 95
cathy user.home
C:\Wnnt\Profil es\cathy W ndows NT
C: \ W ndows\ Profi | es\ cat hy W ndows 95
java.security KeyStore
© keytool jarsigner JDK1.1 javakey javakey
javakey

Keytool -identitydb
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K eyStore (SPI)
(provider) Java API
KeystoreSpi java.security SPI
KeystoreSpi 7
KeyStore getlnstance
JDK1.2
JKS jks
JXKS
keytool
FilelnputStream
pkcsl2
keystore.type=pkcsl2
keytool
keystore.type KeyStore
getDefaultType keystore.type

KeyStore KeyStore=KeyStore.getlnstance(KeyStore.getDefault-Type());

4.4.2 keytool

keytool /

keytool X.509

vli v2 v3 vl ©

keytool Java

(DSA) DSA 512
1024 64 1024
DSA DSA SHA1
RSA RSA MD5
keytool X.509 DN
"CN=Mark Smith, OU=JavaSoft, O=Sun, L=Palo Alto, S=CA, C=US"
DN

keyt ool -genkey -dname "CN=Mark Smith, OU=JavaSoft, O=Sun,
L=Palo Alto, S=CA, C=US"alias mark
CN Cn cN
CN OU O L s C DN

C) X.509 v3
keytool X.509 v1 keytool v3
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4
CN=Mar k Smith, OU=JavaSoft, O=Sun, C=US
DN DN
keytool
/ CSR CA CA
CA
CA
CA
CA CSR CA CA
CA CA
PKCS#7
keytool
CA DN
CA
/tmpl/cert
-printcert

keytool --printcert --file /tmp/cert

Owner: CN=11, OU=11, 0=11, L=11, S=11, C=11

Issuer: CN=11, 0OU=11, 0=11, L=11, S=11, C=11

Serial Number: 59092b34

valid from: Thu Sep 25 18:01:13 PDT 1997 until: Wed Dec 24 17:01:13
PST 1997

Certificate Fingerprints:

MD5: 11:81:AD:92:C8:E5:0E:A2:01:2E:D4:7A:D7:5F:07:6F

SHAl: 20:B6:17:FA:EF:E5:55:8A:D0:71:1F:E8:D6:9D:C0:37:13:0E:5E:FE

keytool

keytool

keytool --import--alias joe --file jcertfile.cer

jecertfile.cer joe Base64
-import -printcert
CA CA CSR
keytool
-export

keyt ool --export -alias jane ~--file janecertfile.cer
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jane janecertfile.cert
Base64
-list
keytool -list -alias joe
-list MD5
-verbose
keytool
-alias "nykey"
-keyal g " DSA"
- keysi ze 1024
-validity 90
-keystore . keystore
-file
JDK1.2 keytool
keyt oo
keyt ool -help
keytool
/

keyt ool -genkey -dname "cn=Mark Smith, ou=JavaSoft, o=Sun

c=US" --alias business --keypass kpil35 --keystore /working/
mykeystore -storepass ab987c --validity 180
working mykeystore ( )
(storepass)ab987c / DN(dname)
MarkSmith JavaSoft Sun us
DSA 1024
( DSA SHA1l ) DN
180 business
kpi135
keytool --genkey
my key
90 -genkey
-genkey
CA
CSR
keyst ool --certreq --file MarkJ.csr
CSR ( mykey ) MarkJ.csr
CA CA ( )

( )
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4
CA CA
(@D} ( CA CA )
2 CA
CA
JDK1.2 5 VeriSign CA
VeriSign CA
CA CA
CA CA ( CA
) ABC CA ABCCA .cer
ABC CA
keytool --import --alias abc --file ABCCA.cer
ABCCA .cer
abc
CA CA CSR CA
CSR ( CA
( CA )
VeriSign CSR (
V SMarkJ.cer)
keytool --import -trustcacerts --file VSMarkJ.cer
jarsigner JAR
MJ.cer (
mykey)
keyt ool --export --alias mykey --file Ml.cer
JAR jarsigner
DN DN
/ SuSan Miller, sMiller DN

"cn=Susan Ml ler, ou=Finance Department, o=BlueSoft, c=us"

/ DN
@
keytool --keyclone --alias sMller --dest sMllerNew
storepass
(2 DN
keyt ool --selfcert --alias sMillerNew -dname "cn=SuSan Ml ler,

ou=Accounting Department, o=BlueSoft c=us"
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(©) CSR
keytool --certreq --alias sM Il erNew
CA
keyt ool --import --alias sMllerNew --file VSSM || erNew. cer
4 DN
keytool --delete --alias sMller
JDK1.2 MS-Windows keytool Solaris
4.4.3
policytool policytool

Policy Tool ( 4-3)

Policy Tool

4-3 policytool

PolicyTool
URL codeBase signedBy

.java.policy policytool , Policy
Tool ( policytool )

[tests/ mykeystore Solaris

D URL New KeyStore URL

file /tests/nykeystore

policytool URL

(2) New KeyStoreType

Sun Microsystem JKS keystore

policytool keystore.type



China=pubecom

4
©) OK URL
(1) Policy Tool Add Policy Entry Policy Entry
2 codeBase URL
local/JavaSoft/ TESTS/ CodeBase
file [/JavaSoft/TESTS/
() signedBy —_—
duke duke signhedBy
(b) codeBase
signedBy ( )
D Policy Entry Add Permission Permission
€) (permission type)
Permission
(b (permission target name) Permission
Target Name
ALL FILES
File Permissions
TargetName
(©) (one or more action)
Actions (
)
FilePermission
( — )
(d) signedBy (signedBy alias) SignedBy
signedBy
Permission
2 OK
Policy Entry
Policy Entry Done
Policy Tool codeBase signedBy Policy Entry
codeBase<ALL>
OK (
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() Policy Entry Edit Permission (
)
Permission
@
(3) OK
Policy Entry
Policy Entry Remove
Permission
policytool Warning Log Edit View
Warning Log URL URL
MS-Windows policytool
4.4.4 jarsigner
JDK1.2 jarsigner JAR
jar JAR
jarsigner JAR JAR
JAR JAR
JAR
JAR
JAR
jarsigner JAR
jarsigner JAR URL
mystore duke JAR MyJARFile.jar
, JAR MyJARFilejar
jarsigner -keystore /working/mystore -storepass myspass
-keypass dukekeypasswd MylJARFile.jar duke
jarsigner
keystore.type keystore.type
JDK1.2 jarsigner JDK jartool ZIP JAR ©
DSA SHA1 RSA MD5 JAR DSA SHA1l
SUN
jarsigner JAR , JAR JAR
© JAR zIp META-INF/MANIFEST.MF jarsigner zIp
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META-INF

(SF )
SHA
SHA

SF DSA
jarsigner
JAR
JAR
2) SF

SF
2 SF

SF

SF

3 SF jartool

jarsigner
JAR

jarsigner myBundle.jar susan

jarsigner

JAR

kevin

JAR

myBundl e. j ar

SUSAN.SF
SUSAN.DSA
KEVIN.SF
KEVIN.DSA

JDK1.2 jarsigner
jarsigner JDK1.1

JDK1.1 javakey

) JAR Jave

SF

SF

DSA

(DSA)

DSA

SF

SF

jarsigner

SF DSA

SF

JAR

DSA

JAR

JAR

SF

JAR

SF DSA
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JDK1.2 keytool jarsigner javakey
keystore
javakey JDK1.2
JDK1.2
. keytool -identitydb
JDK1.2
e jarsigner javakey JAR
e jarsigner javakey JAR
JDK1.1 JDK1.2
JDK1.1
javakey JDk1.2
VM JAR VM JAR
?
. 1 JAR
. 2
. 3
. 4 ?
4-1 JDK1.1x JAR JDK1.2
/ '
4-1 ( )
JDK1.1
JDK1.1 JDK1.2
keystore JDK1.2
JAR
JAR
4-1 javakey
1 2 3 4

—_~ —~ —~ —~ -~ -
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4
4.4.5
JAR JAR bundlejar
working mystore jane
mypass jane j638KkIm JAR
JAR sbundle.jar

jarsigner -keystore /working/ mystore -storepass nyspass
-keypass j638klm -signedjar sbundle,jar bundl e.jar JANE
SF DSA JANE.SF JANE.DSA

jarsigner -verify sbundle.jar
"jar verified"
-verbose
jarsigner -verify -verbose sbundle.jar

198 Fri Sep 26 16:14:06 PDT 1997 META-I| NF/ MANI FEST. MF
199 Fri Sep 26 16:22:10 PDT 1997 META-I| NF/ JANE. SF
1013 Fri Sep 26 16:22:10 PDT 1997 META-I| NF/ JANE. DSA
smk 2752 Fri Sep 26 16:12:30 PDT 1997 Acl Ex.cl ass
smk 849 Fri Sep 26 16:12:46 PDT 1997 test.cl ass

s = signature was verified
m = entry is listed in manifest
k = at least one certificate was found in keysyore

jar verified

-certs

. DN ¢ X.509 )

jarsigner -keystore mystore -verify -verbose -certs myTest.jar

198 Fri Sep 26 16:14:06 PDT 1997 META-INF/MANIFEST.MF
199 Fri Sep 26 16:22:10 PDT 1997 META-INF/JANE.SF
1013 Fri Sep 26 16:22:10 PDT 1997 META-INF/JANE.DSA
208 Fri Sep 26 16:23:30 PDT 1997 META-INF/JAVATEST.SF
1087 Fri Sep 26 16:23:30 PDT 1997 META-INF/JAVATEST.DSA
smk 2752 Fri Sep 26 16:12:3@ PDT 1997 Tst.class

X.509, CN=Test Group, OU=Java Software, O=Sun Microsystems, L=CUP,
S=CA, C=US (javatest)

X.509, CN=Jane Smith, OU=lava Software, O=Sun, L=cup, S=ca, C=us
(JANE)

signature was verified
entry is listed in manifest
at least one certificate was found in keystore

17
o

=~ =3
]
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jar verified.

X.509 DN
PGP bob
PGP  (bob)
JAR JDK1.1 javakey
[ JAR
i k" -certs (
duke)

jarsigner -keystore mystore -verify -verbose -certs writeFile.jar

198 Fri Sep 26 16:14:06 PDT 1997 META-INF/MANIFEST.MF
199 Fri Sep 26 16:22:10 PDT 1997 META-INF/JANE.SF
1013 Fri Sep 26 16:22:10 PDT 1997 META-INF/JANE.DSA

199 Fri Sep 27 12:22:30 PDT 1997 META-INF/DUKE.SF
1013 Fri Sep 27 12:22:30 PDT 1997 META-INF/DUKE.DSA

smki 2752 Fri Sep 26 16:12:30 PDT 1997 writeFile.html

X.509, CN=Jane Smith, OU=Java Software, 0=Sun, L=cup, S=ca, C=us
(JANE)
X.509, CN=Duke, OU=Java Software, O=Sun, L=cup, S=ca, C=us [duke]

signature was verified

entry is listed in manifest

at least one certificate was found in keystore

at least one certificate was found in identity scope

-~ 3 w0
[

jar verified.

M S-Windows jarsigner
4.5

JDK1.2
Java JDK1.2

Java

Internet (1SP)
ISP ISP

Internet
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JDK1.2

Java Java

Java
AOL Internet Java
e-mail

Internet
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3 JDK1.2

JDK1.2
Policy Permission
3.1
1996 8 JDK1.2 2 3
AppletViewer appletviewer 1997 5 AppletViewer
Java 1997 2 |IEEE COMPON!!
|EEE Micro 5/6 (22
1997 4 JavaOne
12 API 1997 12
USENIX API 51998
[28]
JDK1.2 ! (Gibraltar)” @ Java
Java
( Abyla Mount Hacho)
3.2
2 JDK1.0
Java Internet
Java
3.2.1 applet
applet
applet applet
Web
applet
applet
Charles Schwab appl et

© Gibraltar calpe Brewer's Dictionary of Phrase & Fable
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applet Charles Schwab

applet
( )
Quicken
Charles Schwab applet
applet Charles Schwab
JDK1.2 Java
( ) SercurityManager
ClassL oader Sun Java Internet HotJava
JDK1.2
( e JDK1.2
3.2.2
SecurityManager
JDK1.2
3.2.3
JDK
SecurityManager checkRead()
JDK
SecurityManager checkAccoutWithdraw()
SecurityManager
JDK
JDK1.2
SecurityManager
JDK1.2
checkPermission()
3.2.4 applet

Java
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applet
Demo
Demo
applet applet
applet applet
JavaBeans Internet
applet
applet
( )
3.25
JDK1.0 JDK1.1
SecurityManager ClassL oader
3.8 39
3.2.6
JDK1.2
JDK1.0 JDK1.1
JDK1.2
Java

3.3 java.Security.GeneralSecurityException

General SecurityException

Java



22 s

API

javalang SecurityException

(
Secu\rityException
Policy

General SecurityException java.lang.Exception

mew&@&

SecurityException

General SecurityException

SecurityException ©

3.4
Java
3-1
“ http://java.sun.com applet X"
CharlesSchwab applet ftmp - /home/gong/stock
CharlesSchwab appl et bankofamerica.com
31
JDK1.2 Java
JDK1.2 ASCII
ASCII HTTP 4
Java Policy
Policy java.security.Policy
Policy Policy
Policy
Policy Policy Policy Policy
Policy Policy
Policy
© javasecurity java.lang.RuntimeException JDK 1.1

General SecurityException
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3 JDK1l.2

public static Policy getPolicy();
public static void setPolicy (Policy policy);

public abstract Permi ssions getPerm ssions(CodeSourcecodesource);

public abstract void refresh();

getPolicy Policy
Java
setPolicy
Policy Policy
Policy
refresh Policy
refresh
3.6
policy.provider ( Java )
Policy Java
JAVA- HOVE/ | i b/ security/java. security
JAVA-HOME JRE(Java )
jdk1.2/jrellib/security/java.security Solaris

:jrel.2/lib/security/java.security

getPolicy()

setPolicy()

SecurityException

JDK1.2 (

3.9
public static Policy getPolicy() {

SecurityManager sm = System get SecurityManager ();

if(sm =null) sm checkPermi ssion(new
SecurityPerm ssion("getPolicy"));
return policy;
}
public static void setPolicy(Policy policy) {

SecurityManager sm = System get SecurityManager();

ASCII

Policy

JDK1.2

Policy

JDK1.2
JRE1.2

API

)
35 37 38
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if(sm! = null) sm checkPermi ssion(new
SecurityPerm ssion("setPolicy"));
Pol i cy. policy=policy;

}
getPermission refresh Policy
Policy
java.lang.classloader Policy
defineClass
Class ¢ = defineClassO(name, b, of f,len);

c.set Protecti onDomai nO( get Def aul t Domai n());

getDefaultDomain()

CodeSource cs = new CodeSource(null,null);
Perm ssionCollection p = Policy.getPolicy().getPermi ssions(cs);
return new ProtectionDomain(cs, p);

3.5 CodeSource

( URL )

java.security.CodeSource java.security.CodeSource
HTML CodeSource HTML CodeBase

applet CodeSource JAR foo.jar,Web shttp 2 //
java.sun.com/classes/ URL : http / /java.sun.com/classes/foo.jar
JAR JAR JAR
CodeSource
JAR
JAR

CodeSource
CodeSource(URL url, java.security.cert.Certificate certs[]);
public bool ean equal s(Object obj);
public boolean implies(CodeSource codesource);

URL ( )
CodeSource URL
CodeSource
CodeSource 3.6
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3 JDK1.2
CodeSource CodeSource
CodeSource
CodeSource
CodeSource
JDK1.2 beta3
betad
JDK1.2 keytool
CodeSource CA
351
CodeSource
URL CodeSource
( )
CodeSource ,
CodeSource” " http
/ljava.sun.com/classes CodeSource http://java.sun.com/classes/foo.jar  CodeSource
CodeSource
CodeSource http java. sun.
com/classes/ Web
CodeSource
this.implies(CodeSource codesource) this CodeSource
CodeSource
(1) codesource
2 codesource
(©) (getlocation()) codesource

(a) codesource
(b) codesource
(© (getLocation().getProtocol()) codesource
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(d) (getLocation().getHost())
SocketPermission codesource SocketPermission
(e (getL ocation().getPort()) 1(
) codesource

()] (getLocation().getFile()) codesource

. “r codesource

. A codesource JAR
P

. ‘o codesource JAR

“ * "

. codesource o

(9) (getLocation().getRet()) codesource
CodeSource

ht t p:

http //*.sun.com/
http://java.sun.con/ cl asses/
http://java.sun.con/classes/foo.jar

http://java.sun.com/classes/foo.jar CodeSource
http:http://* .sun.com http://java.sun.com/classes/ http://java.sun.com/classes/foo.jar

CodeSource
CodeSource java.io.Serializable
writeObject() readObject()
CodeSource

java.net.URL ClassL oader findClass()
QELCIassPath ucp = new URLCI assPat h(urls);
Resource res = ucp.getResource(path, false);
Eyke[] b = res.getBytes();
java.security.cert.Certificate[] certs = res.getCertificates();

CodeSource cs = new CodeSource(url,certs);

return defineClass(name,b,0,b.length,cs);

3.6
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Permission

Permission
java.security.Permission

Java /tmp abc

perm=new java.io.FilePerm ssion("/tmp/abc","read");
Permission java. security . Basc
Permission( 3-2) ( BasicPermission)
FilePermission java.io
API
l —> FilePermission
| AllPermission
SocketPermission
~
l—— BasicPermission
] PropertyPermission AWTPermission
| RuntimePermission SecurityPermission
3-2 Permission
3.6.1 java.security.Permission
Permission Permission
public Perm ssion(String name);
public abstract boolean implies(Perm ssion perm ssion);
public abstract bool ean equal s(Object obj);
public String toString();
public Perm ssionCollection newPerm ssionCollection();
Permission
( ) ( )

Permission String
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Permission Permission
Permission
implies “ pl p2”
pl p2
Permission java. io .
FilePermission ( ) ( ) (
)
Permission javalang.Runtime
Permission ( exitVm)
( VM exit ) (exit)
java.security.BasicPermission
toString()
("ClassName" "name" "actions")
Permission Guard java.io.Serializable Permission
RMI Serializable Guard GuardObject
6 ( applet)
Permission 5
NewPermissionCollection() Permisssion Permission
Collection PermissionCollection
3.6.2
java.security.Permission-
Collection ( ) Permission (
) PermissionCollection
public abstract void add(Perm ssion perm ssion);
public abstract boolean implies(Permi ssion perm ssion);
public abstract Enumeration elements();
public void setReadOnly();
public bool ean i sReadOnly();
add Permission Permission
PermissionCollection
Permission implies
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PermissionCollecton
PermissionCollection ( X)
PermissionCollection
implies PermissionCollection

setReadOnly PermissionCollection

Permission addPermission PermissionCollection
Permission Permission

newPermissionCollection ( Permission )

Permission PermissionCollection
PermissionCollection.implies
PermissionCollection new Permission

Collection PermissionCollection (
Hashtable Vector )

java.security.Permission Permission
PermissionCollection
Permission PermissionCollection
java.io.FilePermission PermissionCollection
FilePermission newPermissionCollection PermissionCollecion
RuntimePermission PermissionCollection PermissionCollection

RuntimeCollection newPermissionCollection
PermissionCollection

public void add(Permi ssion perm ssion);
public boolean implies(Perm ssion perm ssion);

add Permission Permission PermisionCollection
Permission newPermissionCollection

PermissionCollection Permission newPermissionColection

PermissionCollection
PermissionCollecion Permission
Permission Collection implies Permission Collection(
) Permission
Collection( FilePermission FilePermissionCollection)
implies

java.security.Permission
3.6.3 java.security.UnresolvedPermission

Java ( ) Policy
CodeSource Permission
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Permission
Permission (
CLASSPATH ) Policy
CLASSPATH FilePermission java. io. File
Permission
Java Policy Permission
( ) Permission JAR
Permission Java Permission
Unresol vedPermission
Unresol vedPermission “ " Unresol vedPermission Collection
UnresolvedPermission
(
) UnresolvedPermissionCollection
UnresolvedPermission UnresolvedPermission

UnresolvedPermission

Policy
Policy Permission
Unresol vedPermission Permission Permission
UnresolvedPermission Unresol ved-Permission

UnresolvedPermission

public Unresol vedPermi ssion(String type, String name, String actions,
java.security.cert.Certificate certs[]);

public boolean implies(Permi ssion p);

public bool ean equal s(Object obj);

Permission
CLASSPATH
Permission (
java.security.Permission )
Permission

Permission

Permission
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implies()
UnresolvedPermission
UnresolvedPermission
UnresovedPermission

3.6.4 java.io.FilePermission

java. io. FilePermission FilePermission

file

di rectory /
directory/file

directory/*

*

directory/-

"<<ALL FILES>>"
13 /*” 13
File.separatorChar T
" All FILES "

“wooxm “ ”

* read
e Write

/u

« execute Runtime.exec Security Manager.checkExec()

« delete File. delete Security Manager.check Delete

java.io.FilePermission ,
public FilePermi ssion(String path,String actions);
public boolean implies(Perm ssion p)
public bool ean equal s(Object obj)
public Permi ssionCollection newPermi ssionCOllection()
implies() FilePermission
FilePermission p p
/tmp/* /tmp/foo, tmp/ tmp
foo
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equals FilePermission
FilePermission, equals

PermissionCollection FilePermission
Permission Collection implies()
FilePermission
“/tmp/-","read"
"/tnmp/scratch/foo" "wite"

FilePermission implies()
"“/tnp/scratch/foo" "read,wite"
implies tmp/- read /tmp/scratch/foo,write
/tmp/foo,read,write, implies FilePermission implses
Permission Collection newPermissionCollection
" AIl FILES " UNIX
MS-DOS

i mport java.io.FilePerm ssion;

Fil ePermi ssion p = new FilePerm ssion("myfidedd, wite");
FilePermi ssion p = new FilePermi ssion("/home/g6ngad");
FilePerm ssion p = new FilePermi ssion("/tmp/ mytreatl, del ete");
Fil ePermi ssion p = new FilePermi ssion("bihéxedcute");
Fil ePerm ssion p = new Fil ePermi ssi on("read");
Fil ePerm ssion p = new Fil ePermi ssion(™/re&ad, execute");
Fil ePermi ssion p = new Fil ePerm ssion("r€ad, execute");
Fil ePermi ssion p = new FilePerm ssioAl(l! FILES" "read");
implies FilePermission("/-" "read, execate")

FilePermission("/home/gong/public-html/index.htm1","read") FilePermission("bin/*","execute")
FilePermission("bin/exmacs 19.31","execute")

M S-Windows C

temp foo,
Fil ePermi ssion p = new FilePerm ssion("C:\\temp\\foo","read");
AN tokenizer (java.is.Stream
Tokenizer) tokenizer " ( "n )
tokenizer FilePermission
"C:"temp"foo"
“ /7 " AIlFILES " UNIX
UNIX A
" All FILES " MS-

Windows MacOS
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read

Fil ePermi ssion p=new Fil ePerm ssion("/home/ gdnmgad");

“oo%N w ”

Fil ePerm ssion p = new FilePerm ssion("/home/ gong/ nyfriebd™)
Fil ePermi ssion p = new FilePermi ssion("/home/ gotigéad");
FilePermi ssion p = new FilePermi ssion("/home/ gdngéad");

javaio.FilelnputStream

public FileInputStream(String name)
throws FileNotFoundException {
SecurityManager security = System.getSecurityManager();
if (security != null) {
security.checkRead(name);

}
(now open the file)

}
SecurityManager checkRead()

public void checkRead(String file) {
checkPermission(new FilePermission(file, "read"));

File InputStream

checkPermission()
checkRead() 3.10 SecurityManager

3.6.5 java.net.SocketPermission
java.net.SocketPermission SecketPermission
hostname port-range hosthame

host nane
| P address

| ocal host
local host

host nane. domai n
host nane. subdomai n. domai n
*. domai n
*. subdonai n. domai n
*

BNF

host = (hostname | IPaddress)[:portrange]
portrange = portnumber |-portnumber | portnumber-[portnumber]
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DNS P localhost( ) DNS

“oxr :*.sun.com
portrange
N
N- N
-N
N1-N2 N1 N2

N N1 N2 0 65535

2

* accept

e connect

o listen

* resolve

listen local host accept connect

resolve

listen accept accept
listen ? listen
accept
java.net.SocketPermission

public SocketPerm ssion(String host,String action);

public bollean equal s(Object obj);

public bollean implies(Permi ssion p);

i mport java.net.SocketPerm ssion;
Socket Permi ssion p =
new Socket Permi ssion("java.sun.cdatcept")

p = new SocketPerm ssion("204.160.241."&%@tept")

p = new SocketPermi ssion("*.cononnect")

p = new SocketPermi ssion("*.sun.com'8&Xcept")

p = new Socket Permi ssion("*.sun.com -1028tept")

p = new SocketPermi ssion("*.sun.com 10Z&hnect")

p = new SocketPermi ssion("java.sun.com 8000-9@0fahect, accept")

p = new SocketPermi ssion("local host: 1024ctept, connect,listen")
'$

Socket Perm ssi on("j ava. sun. com 80, 8080" "accept")

Socket Perm ssi on("j ava. sun. com j avasun. sun. conl’ "accept")

Illegal ArgumentException

SocketPermission
SocketPermission
SocketPermission



China=pubecom

3 JDK1.2
implies
() p SocketPermission
@p portrange
(@) IP p IP IP
) P
*sun.com * eng.sun.com
©) 1P
p IP
4) p
IP SocketPermission DNS
implies
DNS

SocketPermission

java.io.Socket

SecurityManager security = System.getSecurityManager();
if (security != null) {
security.checkConnect(address, port);

}
SecurityManager checkConnect()
public void checkConnect(String host, int port) {
if (port == -1) {
checkPermission(new SocketPermission(host,"resolve™));
} else {
checkPermission(new SocketPermission(host+":"+port,
"connect"));
}

}

3.6.6 java.security.BasicPermission

java.security.BasicPermissren Permission
java. security.BasicPermission

BasicPermission ( exitVM, setFactory queuePrintJob)

“ ”
l

javax  * *java ab
BasiePermission
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BasicPermission
BasicPermission BasicPermission
java.util.PropertyPerm ssion

java.l ang. Runti mePer m ssi on

java. awt . AWrPer m sson

j ava. net . Net Per mi ssi on
java.lang.refl ect. Refl ect Perm ssion
java.io. Serializabl ePerm ssion
java.security. SecurityPerm ssion.

Permission

public BasicPerm ssion(String name);
public BasicPerm ssion(String name ,String actions)

implies() BasicPermission

1 a.b.*" “ a.b.C“
BasicPermission

3.6.7 java.util.PropertyPermission

java.util.PropertyPermission java
. use.home
PropertyPermission BasicPermission FilePermission
Java java. home o0s. home
javax * java axb
*( ) "ar( a ) "ab.x"
BasicPermission BasicPermission
write
. javalang.System getProperty()
. setProperty()

public PropertyPerm ssion(String name, String actions)
public boolean i mplies(Perm ssion p)
public bool ean equal s(Object)obj

java.System

getProperties() setProperties()
public static String getProperty(String key) {
if (security != null) {
security.checkPermission(new

BasicPermission

read
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}

3 JDK1.2
PropertyPermission(key, ‘“read”));
return props.getProperty(key);
public static String setProperty(String key, String value) {

if (security != null)
security.checkPermission(new

PropertyPermission(key, "write"));

return (String) props.put(key, value);
}

3.6.8 java.lang.RuntimePermission

java.lang.RuntimePermission BasiePermission

JVM

package * =

creat eCl assLoader
get Cl assLoader
set Cont ext Cl assLoader
createSecurityManager
set Securi t yManager
exi tvM
set Factory
setl O
modi fyThr ead
nodi f yThr eadGr oup
get Prot ecti onDonmi n
readFi | eDescri ptor
writeFil eDescriptor
| oadLi brary. {library name}
accessCl assl npackage. { package name}
defineCl assl npackage. { package name}
accessDecl aredMembers. {cl ass name}
queuePrint Job
stopThread
Permission
JVM

java.lang.Runtime

public void ToadLibrary(String 1ibname) {

RuntimePermission
RuntimePermission( "exitVM")

* package axb

SecurityManager security = System.getSecurityManager();

if (security != null)
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security.checkLink(1ibname);

SecurityManager , checkLink()
public void checkLink(String 1ib) {

checkPermission(new RuntimePermission('' loadLibrary.

3.6.9 java.awt. AWTPermission

java.awt. AWTPermission RuntimePermission

showW ndowW t hout War ni ngBanner
accessCl i pboard

accessEvent Queue

Ii stenToAl | AWTEvent s
readDi spl ayPi xel s

java.awt.window

SecurityManager sm = System.getSecurityManager();
if (sm != null) {
if (!sm.checkTopLevelWindow(this)) {

}

SecurityManager

public boolean checkTopLevelWindow(Object window) {
try {
checkPermission(topLevelWindowPermission);
return true;

} catch (SecurityException se) {
// Fall through to return false.
}

return false;

3.6.10 java.net.NetPermission

java.net.NetPermission BasicPermission

foo.x = xfoo axb
set Def aul t Aut henti cat or

"+1ib));

AWTPermission

AWT
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speci f ySt r eanHandl er
request Passwor dAut hent i cati on
java.net.Authenticator requestPasswordA uthentication()

SecurityManager sm = System.getSecurityManager();
if (sm != null) sm.checkPermission(new
NetPermission(*requestPasswordAuthentication”);

3.6.11 java.lang.reflect ReflectPermission

java.lang.reflect.ReflectPermission BasicPermission

ReflectPermission ( RuntimePermission)
suppressA ccessChecks
Java ()
java.lang.reflect.AccessibleObject set Accessible()

SecurityManager sm = System.getSecurityManager();
if (sm != null) sm.checkPermission(new
ReflectPermission(“suppressAccessChecks”));

3.6.12 java.io .SerializablePermission

javaio.SerializablePermission ReflectPermission
enabl eSubcl assl npl enent ati on
enabl eSubstitution
java.io.ObjectOutputStream
ObjectOutputStream
SecurityManager sm = System.getSecurityManager();
if (sm != null) sm.checkPermission(new

SerializablePermission(“enableSubclassImplementation®));
enableSubclassImplementation = true;

3.6.13 java.security.SecurityPermission

SecurityPermission Security ,Policy, Provider ,Signer
I dentity

get Pol i cy

set Pol i cy

get Property. {key}

set Property. { key}
insertProvider.{provider name}
removeProvider.{provider name}
set Syst enfScope

set | dentityPublicKey
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setldentitylnfo

addl dentityCertificate

removel dentityCertificate

printldentity

cl ear ProviderProperties.{provider name}
put Provi der Property. {provider name}
removeProviderproperty. {provider name}
get Si gner Pri vat eKey

set Si gner KeyPai r

java.security.Policy , Policy Policy

public static Policy setPolicy() {
SecurityManager sm = System.getSecurityManager();
f (sm != null)
sm.checkPermission(new SecurityPermission("setPolicy"));

java.security.ldentity java.security.ldentityScope JDK1.2
3.6.14 java.security.AllPermission

java.security.AllPermission

AllPermissien
AllPermission AllPermission
AllPermission

public boolean implies(Permission p) {
return true;

public boolean equals(Object obj) {
return (obj instanceof Al1Permission);

}
AllPermission
3.6.15
implies() java .io.
FilePermission ("/tmp/«","read") java.io.FilePemission ("/tmp/a.txt" "read"),

java.net.NetPermission
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applet applet
JVM applet applet
applet
¢ All Permission
. (  Java )
3.7
Permission
CodeSource
Policy getPermission()
public abstract Permi ssion getPerm ssion(CodeSource codesource);
Java ,
Java Java
Policy
3.3 refresh
JDK1.2 ,
, Java
3.10
( )
(additive) A X B
Y A B X Y URL http://java.sun.com
X URLhttp://java.sun.com/people Y http://java.sun.com/people/gong
applet XY

3.5 CodeSource implies() : URL
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URL ftp /ftp.sun.com

FTP  Java URL
URL URL
Solaris ,  /home/gong/temp file/home/gong/temp/* MS-Windows
C temp file/c:/temp/*
/home/gong/bin/MyWonderful Java
Permission
3.10 '
JDK ,

3.8 Protection Domain

Permission java.Lang.Class
API

Class

JDK1.2
[70]
, , JDK1.0 ,Java
JDK1.2 Java

Class

java.security.ProtectionDomain ,
public Protecti onDomai n( CodeSource codesource, Perm ssionCol |l ection perm ssions);

public boolean implies(Perm ssion perm ssion);

implies() ProtectionDomain Permission
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javalang.Class

public java.security.ProtectionDomain getProtectionDomain() {
SecurityManager sm = System.getSecurityManager();
if (sm != null) {
getPDperm = new RuntimePermission('getProtectionDomain");
sm.checkPermission(getPDperm);

}
return protectiondomain;
}
ProtectionDomain
JDK1.2
JDK1.2
Java
domain)
C
, JDK1.2 3.9
AllPermission
Java
ProtectionDomain ProtectionDomain
Java ,

JVM

Java

(system
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[33]

3.9
JVM Java
(4l (lazy loading)
(dynamic class loading) ,
JVM
applet applet applet
JVM 2.3
API
3.9.1
Java
(class file format) (classfile)
C
class C {
void f() {
D d = new D();
}
}
C D ,
VM D
C L (defining class loader)
CcC L
Java
JDK1.2

(primordial class loader)

WM'NM”&
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C Java Java

javax , JVM  Java
(system class)

(system class loader)

JDK1.2 , CLASSPATH
java.lang.ClassL oader
, JDK1.2
Java 3-3
URLClassLoader 1
URLClassLoader 2
33

Java java. lang.

ClassL oader JDK1.0 ( 392 ) JDK1.2
java.security.SecureClasslL oader , ClassL oader
JDK1.2 java.net.URL ClassL oader
SecureClassL oader
JDK appletviewer, applet sun.applet. AppletClassL oader
JDK1.0 ,AppletClassLoader , ClassL oader JDK1.0

URL ClassL oader :

( 3-4) AppletClassL oader sun.*
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javalang.ClassL oader

java.security.SecureClassL oader

java.net.URL ClassL oader

AppletClassL oader
34
3.9.2 java.lang.ClassLoader
java.lang.ClassL oader ClassL oader
ClassL oader , -
( )
ClassL oader API
protected Cl assLoader (Cl assLoader parent)
protected ClassLoader ()
Class Loader
super ()
getSystemClassL oader()
getParent()

public static Classloader getSystemClassLoader ()
public ClassLoader getParent()
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this.getClass.getClassL oader()

RuntimePermiesion("getClassL oader")

Class.getClassL oader() ,
Class ClassL oader JDK1.2

public Class | oadClass(String name)

protected synchronized Class | oadClass(String name, bool en resol ve)
protected native final Class findLoadedClass(String name)
protected final Class findSystemClass(String name)

protected Class findClass(String name)

protected final void resolveClass(Class c)

Class 3-5

3-5 ClassLoader
(@D} findL oaderClass()
(2) loadClass()
findSystemClass()
©)] findClass

findL oaderClass()

findSystemClass()

findClass()
applet applet
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resolved loadClass()
Class resolveClass()
JDK1.2
. URL ClassL oader
e applet , AppletClassL oader

URLClassLoader AppletClassL oader
Web Web AppletClassL oader

applet
Class
protected final Class defineClass(String name ,byte[ ] b,
int off, int len,ProtectionDomain protecti onDomai n)
protected final Class defineClass(String name ,byte[ ] b,
int off, int len)

protected final void setSigners(Class c,Object[ ] signers)

3.8 ,
, , Protection Domain , Protection Domain
, defineClass() defineClass() ProtectionDomain
JDK1.2 Protection
Domain (null, null)  Code Source Policy.getPolicy().getPermission()
, Class. getProtectionDomain()
ProtectionDomain
getProtectionDomain() RuntimePermission
setSigrers() Class.getSingers()
ClassL oader

protected String findLibrary(String libname)
public URL getResource(String name)

public final Enumeration getRResources(String name)
public Enumeration findResources(String name)

publ i URL findResource(String name)

publ

c

public static URL get SystemResource(String name)
c static Enumeration getSystemResources(String name)
c

publ i I nput Stream get ResourceAsStream(String name)
public static |InputStream getSyStemResourceAsStream(String name)
protected Package definePackage(...)
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protected Package get Package(String name)
protected Package[ ] getPackages()

3.9.3 java.security.SecureClassLoader

java.security.SecureClassL oader

ClassL oader JDK1.2

ClassL oader URL ClassL oader

protected Permi ssionCollection getPermi ssions(CodeSource codesource)

protected final Class defineClass(String name, byte[ ] b,

int off, int len, Codesource cs)
Code Source
Policy.getPermissions(), defineClass
Protection Domain define Class Code Source
AppletClassL oader applet
applet URL
ClassL oader
ProtectionDomain
ClassL oader defineClass
codesource
3.9.4 java.net.URLClassLoader
java.net.URL ClassL oader SecureClassL oader URL
JAR
public URLClI assLoader (URL[] urls, ClassLoader parent)
public URLClI assLoader (URL[] wurls)
URL URLClassLoader URL
URL URL ClassL oader
public Class | oadMainClass()
URL Main-Class
JAR
java.net.URL ClassL oader findClass(String name)
URL JAR
URL

protected Perm ssionCollection getPermi ssions(CodeSource cs)

CodeSource Super.getPermissions()
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URL
. URL file
. URL file
. URL file URL
URL ClassL oader URL ClassL oader
URL
URL ClassL oader URL ClassL oader
public static URLCI assLoader newl nstance(URL[] urls, ClassLoader parent)
public static URLCI assLoader newl nstance(URL[] urls)
URLClassL oader
applet URL
URLClassL oader
applet
URL ClassL oader
Web appletviewer appl et appl et
JDK1.2 URL ClassL oader sun.*
3.95
Java
Java
JDK1.0 JDk1.1 CLASSPATH
UNIX CLASSPATH
CLASSPATH JAR
bug
JDK1.2
applet JDK1.2
JDK1.2 CLASSPATH
JDK1.1 CLASSPATH

SecureClassL oader
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java.app.class.path Java
4
CLASSPATH
JDK1.0 JDK1.1
JDK1.2 CLASSPATH
JDK1.2 URL ClassL oader

Xbootclasspath
JDK

JDK1.1 JDK1.1 CLASSPATH
JDK1.2 URL ClassL oader
URL ClassL oader

ALLPermission

JDK1.2

3.10 java.lang.SecurityManager

JDK 1.0 java.lang.SecurityManager

java.lang.SecurityManager JDK 1.0
( )

applets( )
JDK 1.2 java.lang.SecurityManager JDK
1.1 JDK 1.2 API JDK 1.2
API API
3.10.1

SecurityManager check()

public FilelnputStream(String name) throws
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Fi | eNot FoundExcepti on{
SecurityManager security = System getSecurityManager ()

if (security I'= null){
Security. checkRead(nane);
}
(proceed to open the file for read)
}

SecurityM anager
SecurityManager ( checkRead() )

SecurityManager SecurityException SecurityException
3.10.2 JDK1.2 API
API JDK1.1 JDK1.2 protected public

public SecurityManager ()
protected native Class[] getClassContext ()

public Object getSecurityContext()
JDK1.2 ,SecurityManager
JDK1.2 SecurityManager
SecurityManager
Runtime Permission

("createSecurityManager")

getSecurityContext()

0 1

Java
getSecurityContext()

AccessControl Context AccessControl Context

3.10.3 3.11.6
java.lang.System

public static synchronized void setSecurityManager(SecurityManager s)

public static SecurityManager get SecurityManager()
set Java

RuntimePermission(“ set Security Manager” )



China=pupecom

3 JDK1l.z2

SecurityException JDK1.2

get

3.10.3 JDK1.2

API

APl JDK1.2 :
public bool ean getl nCheck()

protected
protected
protected
protected

JDK 1.2

bool ean inClass(String name)
Cl ass currentLoadedCl ass()
native ClassLoader currentClassLoader ()

native int classDepth(String name)

SecurityM anager 29 check
, Java : boolean

checkTopL evel Window

public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void

checkCreateClassLoader()

checkAccess(Thread t)
checkAccess(ThreadGroup g)

checkExit(int status)

checkExec(String cmd)

checkLink(String 1ib)
checkRead(FileDescriptor fd)
checkRead(String file)

checkRead(String file, Object context)
checkWrite(FileDescriptor fd)
checkWrite(String file)

checkDelete(String file)
checkConnect(String host, int port)
checkConnect(String host, int port, Object context)
checkListen(int port)

checkAccept(String host, int port)
checkMulticast(InetAddress maddr)
checkMulticast(InetAddress maddr, byte ttl)
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public void checkPropertiesAccess()

public void checkPropertyAccess(String key)
public boolean checkTopLevelWindow(Object window)
public void checkPrintJobAcceSs()

public void checkSystemClipboardAccess()

public void checkAwtEventQueueAccess()

pubTlic void checkPackageAccess(String pkg)

public void checkPackageDefinition(String pkg
public void checkSetFactory()

public void checkMemberAccess(Class clazz, int which)
public void checkSecurityAccess(String action)

SecurityManager

SecurityManager Web SecurityManager
SecurityManager SecurityManager
VM
JDK 1.1 System.setIn(InputStream)
checkExec(),
checkConnect() -1 IP
JDK1.2

public void checkPerm ssion(Permi ssion perm)
public void checkPerm ssion(Perm ssion perm Object context)

checkPermission()
( A)
( B) (
B AccessControlContext) checkPermission()
checkPermission
checkPermission
checkPermission
checkPermission
public void checkPermission(Permission perm)

java.security.AccessController checkPermission()
311
public void checkPermission(Permission perm, Object context)

getSecurityContext()
AccessControl Context AccessControl Context Context
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checkPermission

AccessControl Context API

public AccessControl Context(ProtectionDomain context[])

public void checkPerm ssion(Perm ssion perm)

ProtectionDomain

checkPermission()

checkPermission()

checkPermission()

Permission

Java

checkPermission()

SecurityManager

checkPermissian

3-1

"foroperty nameg"

3-1

checkPermission

Permission

checkPermission()

AccessControl Context

Java

RuntimePermission

checkCreateClassLoader
checkExit

checkSetFactory
checkAccess(Thread)
checkAccess{ThreadGroup)
checkRead(FileDescriptor)
checkWrite(FileDescriptor)

createClassLoader
exitVM
setFactory
modifyThread
modifyThreadGroup
readFileDescriptor
writeFileDescriptor

checkLink loadLibrary.{1ibrary name}
checkPackageAccess accessClassInPackage. {package name}
checkPackageDefinition defineClassInPackage. {package name}
checkMemberAccess accessDeclaredMembers
checkPrintJobAccess queuePrintJob
java.lang.System. {setIn,setOut,SetErr} setI0

checkLink()

public void checkLink(String lib) {

checkPer m ssi on( new

Runt i mePerm ssion("l oadLi brary."+li b))

}
3-2
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3-2
Permission Permission
checkPropertiesAccess PropertyPermission
checkPropertyAccess PropertyPermission {property name}
checkTopLevelWindow AWTPermission showWindowWi thoutWarningBanner
checkSystemClipboardAccess AWTPermission accessClipboard
checkAwtEventQueueAccess AWTPermission accessEventQueue
checkSecurityAccess SecurityPermission {action}
checkExec FilePermission {file or directory pathname}
checkRead(String) FilePermission {file or directory pathname}
checkWrite(String) FilePermission {file or directory pathname}
checkDelete FilePermission {file or directory pathname}
checkConnect SocketPermission {host:port}
checkListen SocketPermission {host:port}
checkAccept SocketPermission {host:port}
JDK1.2 Netpermission
JDK1.1

checkPermissian

JDK1.2

checkPermissian

3.11 java.security.AccessController

SecurityManger

JDK1.2
JDK
SecurityManager JDK
checkPermissian JDK
check()
checkPermission
[3] [44]

SecurityManager

Policy

SecurityManger

SecurityManger
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' JDK1.2
AceessController SecurityManger AceessController

Access Control

3.11.1 AceessController

AceessController

public static void checkPermission(Permission perm)
public static native Object
doPrivileged(PrivilegedAction action)
public static native Object }
doPrivileged(PrivilegedAction action,
AccessControlContext context)
public static native Object
doPrivileged(PrivilegedExceptionAction action)
throws PrivilegedActionException
public static native Object
doPrivileged(PrivilegedExceptionAction action,
AccessControlContext context)
throws PrivilegedActionException
public static AccessControlContext getContext()

checkPermission()
AccessControllerException
SecurityException

3.11.2

caller

for each caller in the current execution context {
if the caller does not have the requested permission
throw an AccessControlException
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throw an AccessControlException

}
return normally

CMWMM&

openHighScoreFile()

FilelnputStream
checkRead()
AccessController checkPermission()
3-6

| AccessController.checkPermission()

| SecurityManager.checkPer 0

3-6

, : applet

applet applet
applet

AWT
paint() applet applet paint() 3-7

checkPermission()

applet
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applet AWT
FilelnputStream applet
JDK1.2
JDK12 (
applet )
AWT applet
AceessController
3.11.3
B A
A x() B A B
B.x() A ? B
A
B
X() X() B.x()
B A
B x() 3-8

3-8

3.11.4
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( )
applet
applet
AceessController doPrivileged()
doPrivileged() Java

for each caller in the current execution context {
if the caller does not have the requested permission
throw an AccessControlException;
if the caller is privileged, return normally;

i

return normally

public void changePassword() {
// Use own privilege to open the password file.
AccessController.doPrivileged(new PrivilegedAction() {
public Object run() {
// Open file for reading and writing.

return null;
}
s

// Verify user's old and new passwords.

doPrivileged JVM
changePassword()
VM
doPrivileged

AccessController AccessController
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doPrivileged java.lang.reflect.Method.invoke()
M ethod.invoke(),

, doPrivileged
openPasswordFile()

public void changePassword() {
// Use own privilege to open the password file.
AccessController.doPrivileged(new PrivilegedAction() {
public Object run() {
// Open file for reading and writing.
f = openPasswordFile();
return null;

}
I9H
// Verify user's old and new passwords.
}
openPasswordFile() doPrivileged
openPasswordFile()
ChangePassword()
ChangePassword() ChangePassword()
( )
3.11.5
PrivilegedAction doprivileged

somemethod() {
...normal code here...
AccessController.doPrivileged(new PrivilegedAction() {
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public Object run() {

// Privileged code goes here, for example:
System.loadLibrary("awt");
return null; // Nothing to return.

}
H;

...normal code here...

PrivilegedAction
run
doPrivileged
doPrivileged (

somemethod() {
...normal code here...
String user =
PrivilegedAction() {
public Object run() {

doPrivileged
Privileged
)

return System.getProperty("user.name");

}
i

...normal code here...

doPrivileged

somemethod() {
...normal code here...
final String user[] = {null};

run
PrivilegedAction
run

(String) AccessController.doPrivileged(new

AccessController.doPrivileged(new Privi]egedAction() {

public Object run() {

user[@] = System.getProperty("user.name™);
return null; // Still need this.

}
N
...normal code here...

somemethod() {
...normal code here...

GetPropertyAction gpa =

AccessController.doPrivileged(gpa);

String user = gpa.getValue();
...normal code here...

}

class GetPropertyAction implements PrivilegedAction {

private String property;
private String value;

new GetPropertyAction("user.name");
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public GetPropertyAction(String prop) {
property = prop;
}

public Object run() {
value = System.getProperty(property) ;
return value;

public String getValue() {
return value;

}

run

somemethod() {
...normal code here...
String user = (String) AccessController.doPrivileged(new
GetPropertyAction("user.name"));
...normal code here...

PrivilegedAction (

PrivilegedExceptionAction

somemethod() throws FileNotFoundException {
...normal code here...
try {
FileInputStream fis = (FileInputStream)
AccessController.doPrivileged(new
PrivilegedExceptionAction() {
public Object run() throws FileNotFoundException {
return new FileInputStream("someFile");
}
b;
} catch (PrivilegedActionException e) {
// e.getException() should be an instance of
// FileNotFoundException, as only "checked” exceptions
// will be "wrapped" in a PrivilegedActionException.
throw (FileNotFoundException) e.getException();

}
...normal code here...
}
doPrivileged
3.11.6

getContext()

somemethod

FileNotFoundException)

3119

Access Control
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Context Java
JVM
AccessControl Context
JVM
AccessControl Context doPrivileged
privileged AccessControl Context
ProtectionDomain
acc AccessControl Context
somemethod() {
AccessController.doPrivileged(new PrivilegedAction() {
public Object run() {
// Code goes here. Any permission checks from this
// point forward require both the current context
// and the snapshot's context to have the desired
// permission.
}
}, acc);
...normal code here...
}
3.11.7
m 1,2, m m checkPermission
i=m;

while (i <> @) {
if (caller i's domain does not have the permission)
throw AccessControlException;
if (caller i is marked as privileged) {
if (a context was specified in the call to doPrivileged)
context.checkPermission(permission);
return;

return;
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3.10.4
doPrivileged (PrivilegedAction,AccessControl Context)

doPrivileged(PrivilegedAction AccessControl Context)

eager evaluation lazy evaluation
eager evaluation

lazy evaluation JDK1.2

eager evaluation JDK1.2
lazy evaluation ©
JT
JVM
AccessController

3.11.8 SecurityManager AccessController

checkPermission()
SecurityManager JDK1.2
(SecurityManager) AccessController
checkPermission()
SecurityManager

AccessController SecurityManager

SecurityManager sm = System get SecurityManager();

if (sm! = null)

sm checkPer m ssi on( perm ssi on)

AccessControl | er.checkPerm ssi on(perm ssion)
SecurityManager
AccessController SecurityManager

SecurityManager
SecurityManager

© [28]
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AccessController

AccessController SecurityManager
SecurityM anager
AccessController
SecurityManager
JDK1.2 AccessController

AccessController

AccessController

3.11.9
AccessController

UNIX setuid MS-DOS

MS-Windows UNIX ,
setuid
setuid “ "
JDK1.2
java
VM
JDK1.2 3 AccessController

public static native void beginPrivileged()
public static native void endPrivileged()

somemethod() {
(normal code here)
try {
AccessController.beginPrivileged();
// Privileged code goes here, for example:
System.TloadLibrary("awt");
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} finally {
AccessController.endPrivileged();
}
(more normal code here)
}
endPrivilieged() beginPrivilieged()
endPrivilieged(), , begin end
doPrivilieged
3.12
JDK1.2 Java
Web appletviewer applet java
Java
D
@)
(©)
4
ProtectionDomain
®)
(6)
( )
@) JVM
Policy
40
42 UNIX
, Multics [e9 79
Hydra  * "oRe e

UNIX MS-DOS
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VM Solaris , ,
JavaStation JavaQS*d JDk1.2
JDK1.2
JDK1.2
( [7 10 16])
JDK1.2
1)
(2) (
) JDK1.2
©) ( )
Permission
(4) Java
Java
API
API
API
API )
SecurityManager
JDK1.2
JDK1.2

FilelnputStream

D JDK1.2 applet

@
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Web ;
JDK1.2
©)
applet
applet
JDK1.2
applet
JDK1.0
( JDK1.2
) Java
API ,
JDK1.2 ( VM
)
JAR
JDK1.2
AllPermission
JDK1.0
system.getSecurityManager() : '
, JDK1.2

JDK1.2 AccessController
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2 Java

Java (30 46] Java Java
Java

Java Internet

Sun Microsystems

JDK
S}
Java Java (23]
* Java ( JDK )
Java
* Java ( )
Java
Java
2.1 Java
Java
Java
Java Internet Jawva C C++
C C++
Java
© Jva
Java ( C “fre& C+H+ “ ddee’ )
Java VM [30]
Java Java
JVM
Java
class Test {
public static void main(String[] args) {
for (int i = @; 1 < args.length; i++)
System.out.print(i == 0 ? args[i] : " " + args[il);

System.out.printin();

S} [49]
S] CERT 50%
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SUN Solaris Test.java Test
javac Test.java
java Test Hello
Hello
Java
( ) Java
Solaris Sun MS-Windows PC
Macintosh Internet
HotJava Java HTML
(applet) Java
Web Java
Java Java JVM (APl ) JVM
Java JVM
—_— (class file format) JVM ( )
VM
JDK1.2 VM Win32 Solaris VM
2.2
Java
Java applet
applet Java (Application)
applet applet
applet
(sandbox) ——Web applet applet
applet
applet applet
( applet)
( applet )
( )
applet ‘ Tt i
(LAN) appl et
applet
JDX1.0.x JDK JDK Java
Web

Java
( C C+4)
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Java ( )
Java
applet applet
Java Java
JVM
applet
appl et
JVM Java
applet Java
JVM
3.8
2.3
2.4
Java
Java Web
. ( InputStream InputStream
)
) JVM
Java
Java

Java JVM
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Java
Java JVM Java
1 12

Java JVM

JVM

if(the name is James Gosling){
open the door to Hackes Lounge
el se{
throw the person out

Java
Gosling’ “ Scott McNealy”
—_— acegikmoqgsuwy
Yellin 82
Liang Bracha
JDK1.2
2.4
JDK1.1 (signed applet)
( applet)
applet
applet applet

applet

James

bdfhjlnprtvxz

JDK

LAN
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JDK1.1 applet
JAR(Java Archive)
( ) applet
appl et applet
( 21
appl et JDK1.2(
)
2-1 DK 1.1
2.5
JDK1.2
Java —_— JavaSoft
JDK
McGraw
Felten*
Sun 13 ”
Java
1996 2 Drew Dean Ed Felten DanWallach(
) JDK1.0 applet DNS
P DNS (DNS spoofing attack)

Steven Gibbons
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2 Java
DNS IP
IP
applet applet
applet
applet applet
applet IP applet
*1996 3 DavidHopwood JDK1.0
FTP
applet
1996 3 JDK1.0.1
1996 4 Sprint JDK1.0.1
JavaSoft
applet URL
(InterNIC) InterNIC
InterNIC
*1996 5 JDK1.0.1
(3.8
) Tom Cargill
*«1996 6 David Hopwood JDK1.0.2
1997 3 JavaSoft
«1997 3 applet getlocalHost()
applet IP
1996 5 JDK1.0.2 getlocalHost() applet
("localhost/127.0.0.1")
+1997 4 ( Dirk Balfanz) JDK1.1.1
Java
«1997 5 Brian Bershad Sean McDirmid Emin Gun Sirer(

) JDK1.1.1
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«1997 6 JDK1.1.2
applet
«1999 3 Marburg Karsten Sohr
applet , JDK1.1x JDK1.2
applet
Java
Web Web spoofing
Java Internet
Java
ActiveX Java Java Script  Java
Java applet
MPEG appl et
Java

Sun



	第1 章计算机与网络安全基础
	1.1 密码学与计算机安全
	1.2 危险和防护
	1.3 外围防护
	1.3.1 防火墙
	1.3.2 仅仅使用外围防护的不足之处

	1.4 访问控制与安全模型
	1.4.1 MAC 和DAC 模型
	1.4.2 对数据和信息的访问
	1.4.3 静态和动态模型
	1.4.4 关于使用安全模型的几点考虑

	1.5 密码系统的使用
	1.5.1 单向散列函数
	1.5.2 对称密码
	1.5.3 非对称密码

	1.6 鉴别
	1.7 移动代码
	1.8 Java 安全性的适用范围

	第2 章Java 语言的基本安全特点
	2.1 Java 语言和平台
	2.2 基本安全结构
	2.3 字节代码验证和类型安全
	2.4 签名应用小程序
	2.5 关于安全错误及其修复的简要历史

	第3 章JDK1.2 安全结构
	3.1 起源
	3.2 为什么需要一个新型的安全结构
	3.2.1 关于applet 的沙盒模型的局限性
	3.2.2 策略和实施分离的不彻底性
	3.2.3 安全核查的不易扩展性
	3.2.4 对本地安装的applet 过于信任
	3.2.5 内部安全机制的脆弱性
	3.2.6 总结

	3.3 java.Security.GeneralSecurityEä♟ở�尣䞞�
	3.4 安全策略
	3.5 CodeSource
	3.5.1 测试等同性和利用隐含

	3.6 许可权层次
	3.6.1 java.security.Permission
	3.6.2 许可权集合
	3.6.3 java.security.UnresolvedPermission
	3.6.4 java.io.FilePermission
	3.6.5 java.net.SocketPermission
	3.6.6 java.security.BasicPermission
	3.6.7 java.util.PropertyPermission
	3.6.8 java.lang.RuntimePermission
	3.6.9 java.awt.AWTPermission
	3.6.10 java.net.NetPermission
	3.6.11 java.lang.reflect ReflectPermission
	3.6.12 java.io .SerializablePermission
	3.6.13 java.security.SecurityPermission
	3.6.14 java.security.AllPermission
	3.6.15 许可权隐含中的隐含

	3.7 分配许可权
	3.8 Protection Domain
	3.9 安全地加载类
	3.9.1 类加载器的层次
	3.9.2 java.lang.ClassLoader 和授权
	3.9.3 java.security.SecureClassLoader
	3.9.4 java.net.URLClassLoader
	3.9.5 类的路径

	3.10 java.lang.SecurityManager
	3.10.1 使用安全管理器的实例
	3.10.2 JDK1.2 中没有改变的API
	3.10.3 JDK1.2 中禁用的方法

	3.11 java.security.AccessController
	3.11.1 AceessController 的界面设计
	3.11.2 基础访问控制算法
	3.11.3 继承方法
	3.11.4 扩展带有特权操作的基本算法
	3.11.5 特权操作的三种类型
	3.11.6 访问控制语境
	3.11.7 完整的访问控制算法
	3.11.8 SecurityManager 与AccessController
	3.11.9 特权操作发展史

	3.12 小结

	第4 章安全结构的使用
	4.1 安装JDK1.2
	4.2 策略配置
	4.2.1 配置系统型和用户专用型策略
	4.2.2 配置应用程序专用型策略
	4.2.3 配置一个可选Policy 类的实现
	4.2.4 缺省的策略文件格式
	4.2.5 策略文件举例
	4.2.6 策略文件中的属性扩展

	4.3 数字证书
	4.4 有用的安全工具
	4.4.1 密钥数据库
	4.4.2 keytool
	4.4.3 策略工具
	4.4.4 jarsigner
	4.4.5 代码签名实例

	4.5 非专业安全策略管理

	第5 章结构定制安全
	5.1 创建新的许可权类型
	5.2 复合许可权
	5.3 定制安全策略
	5.4 移植基于JDK1.1 的安全管理器
	5.4.1 JDK1.1 安全管理器类
	5.4.2 使JDK1.1 安全管理器适应JDK1.2
	5.4.3 为JDK1.2 而改进JDK1.1 安全管理器


	第6 章对象的安全
	6.1 安全异常
	6.2 域和方法
	6.3 静态域
	6.4 私有对象状态和对象不变性
	6.5 特权代码
	6.6 连续性
	6.7 内部类
	6.8 本机方法
	6.9 签署对象
	6.10 密封对象
	6.11 监护对象

	第7 章编程密码学
	7.1 设计原则
	7.2 密码服务和服务提供器
	7.3 密码类
	7.3.1 java.security.Security
	7.3.2 java.security.Provider
	7.3.3 java.security.MessageDigest
	7.3.4 java.security.Signature
	7.3.5 算法参数
	7.3.6 java.security.Key 和java.security.spec.KeySpec
	7.3.7 java.security.KeyFactory 和java.security.cert.CertificateFactory
	7.3.8 KeyPair 和KeyPairGenerator
	7.3.9 java.security.KeyStore

	7.4 随机性和种子产生器
	7.5 代码实例
	7.5.1 实例1: 计算消息摘要
	7.5.2 实例2 ：产生公钥/私钥对
	7.5.3 实例3 ：产生并且验证签名
	7.5.4 实例4 ：读取包含证书的文件

	7.6 标准名
	7.6.1 消息摘要算法
	7.6.2 密钥和参数算法
	7.6.3 数字签名算法
	7.6.4 随机数产生算法
	7.6.5 证书类型
	7.6.6 密钥库类型

	7.7 算法
	7.7.1 SHA-1 消息摘要算法
	7.7.2 MD2 消息摘要算法
	7.7.3 MD5 消息摘要算法
	7.7.4 数字签名算法
	7.7.5 基于RSA 的签名算法
	7.7.6 DSA 密钥对产生算法
	7.7.7 RSA 密钥对产生算法
	7.7.8 DSA 参数产生算法


	第8 章发展方向
	8.1 安全管理
	8.2 JDK 特性的改善
	8.3 Java 鉴别和许可服务
	8.3.1 主题与主体
	8.3.2 证件
	8.3.3 可插入和可堆叠的鉴别
	8.3.4 回调
	8.3.5 访问控制
	8.3.6 JAAS 工具

	8.4 小结

	参考文献

